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Abstract. In the given article, the problem information security of Polish enterprises is
researched. One of the directives of the given information security is the control over the employees’
work emails. In the article, the legal obligations of the enterprises as for the work email monitoring
and the right for personal life respect are analyzed. The issue of sanctions for confidentiality
correspondence violation and the right to respect for the private life are dealt with.
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Introduction. Relevance for studying different aspects of information security
is connected to the process of globalization, when the significance of information
is constantly increasing. Information poses as an important element for the state
functioning, democratic development of the society, the relationship between the
state, citizens and society. The human information rights are considered an integral
part of civil rights.

Therefore, the enterprises face the problem of ensuring information security.
Every employer is obliged to develop and implement a set of measures which aims
at securing information from an unauthorized access, ensuring its confidentiality,
accessibility and integrity.

Nowadays, almost every enterprise either creates or demands from its
employees to create a so-called work email. As a rule, it is an email connected with
the domain of the enterprise, which can help to identify the employees with the
company when working with other enterprises. Unfortunately, this email address
may be used not only for performing the company’s activity but also for other
private purposes, which may lead to the negative repercussions for the company.
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To avoid the employee using the work email for personal purposes, the employer
has to own the set of tools, with the help of which he can check the use of the
work email. It has to be done correctly so that the right to the private life and
confidentiality of correspondence is not violated. The enterprises’ decision-making
actions have to be characterized by the proportionality principle which is important
in checking correspondence of employees. In case of neglecting such measures, the
enterprise may have financial losses or face the negative consequences as a result
of informational security violation.

Analysis of recent research and publications. According to Polish law, the
employee has the right to check the employee’s correspondence made from work
email. It natural for the employer to have the right to know the content of such
correspondence as it is done on the company’s behalf.

Thus, work emails control is the right of the employer. It is possible according
to the Article 223 part 1 of the Labour Code of the Republic of Poland (1974), which
states that it is possible in case of necessity to provide the organization of work that
ensures the full use of working time and the proper use of labor tools provided
to the employee. The employer may introduce control over the employee’s work
email (email monitoring).

Thus, the work email control is possible, but it needs to have a strictly
determined aim of increase in employees’ work efficiency and the ability to
check whether or not they use the tools provided by the employer (K. Jaskowski,
https://sip.lex.pl).

The regulation providing enterprise with the right to control the employees’
work emails was included in the Labour Code of the Republic of Poland. Before
the given regulation, there were no norms that gave the employer the ability to
control the employees’ correspondence. Therefore, this issue has been the subject
of discussions. The email checks were one of the most controversial forms of
monitoring. It is connected to the fact that the secrecy of correspondence is protected
by the Polish Constitution. According to the Article 49 of the Constitution of the
Republic of Poland, the freedom and protection of the secrecy of correspondence
is guaranteed, and its limitation may occur only in cases, stated by the Law and in
the manner specified by it. That is why the legislator pays significant attention to
the secrecy of correspondence. It has to be taken into account that the exercise of
constitutional rights and freedoms may be restricted if it is necessary in a democratic
state for its security, public order, environmental protection, protection of health and
moral, freedoms and rights of others, provided that these restrictions do not violate
the essence of these freedoms and rights (Article 31 part 3 of the Constitution of
the Republic of Poland). Therefore, the freedom of correspondence secrecy can be
neglected only if it is stated by the Law. The legislator has to determine directly
the necessity of correspondence secrecy violation, stating the circumstances and
modes of such violation. Only this way the violation of correspondence secrecy
right is treated as acceptable (1997).

The dubious issue was the monitoring of work emails. There were no
principled doubts that the personal correspondence of the employee is above the
employer’s control (M. Kuba, https://sip.lex.pl). On the one side, when talking about
work correspondence, it was hard to determine the scope of the correspondence
secrecy. It was particularly difficult to decide, who, except of the people taking part
in correspondence, is authorized to control the given correspondence. It is stated
that as long as the employee leads correspondence on behalf and in favor of the
employer, the latter can be treated as a person authorized to access this information
(M. Kuba, https://sip.lex.pl).

On the other side, the secrecy of correspondence sphere covers only
the communication participants, namely the employee and his interlocutor. It
is important as the secrecy of correspondence is also provided by the criminal
legislation. According to the Article 267 paragraph 1 of the Criminal Code of the
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Republic of Poland (A. Bojanczyk, 2003), a crime against the secrecy of information
is committed by those who gain access to information not intended for him without
permission, by opening a closed letter, connecting to a telecommunications network
or e-mail (G. Bogatyrev, A. Bogatyrev, & M. Puzyrev, 2017, 40 p.). Criminal
liability also applies to those who illegally gain access to all or part of the IT
system (paragraph 2 of the Article 267 of the Criminal Code of the Republic of
Poland), as well as to those who receive or use listening devices, visual devices or
other software to obtain information to which he has no right of access (paragraph
3 of Article 267 of the Criminal Code) (1997).

Therefore, without doubt, the solution of the further mentioned dilemma
demanded the legislators’ intervention. The changes had to be introduced for
the enterprises not to be subjected to criminal responsibility for actions aimed
at creating the conditions for its safe functioning and inspecting the activities of
people working for this enterprise (M. Kuba, 2016).

The purpose of our article is to study the problem of information security of
Polish enterprises.

Formulation of the main material. The fact that the absence of the legal
grounds for the employee’s email check is unacceptable is proven by the legislation
experience in other countries. For example, the law of Great Britain makes clear
exceptions for the employer regarding to the fact of wiretapping and reading
employees’ emails (without permission from both sender and receiver). The
employer has the right to control and record the messages in certain circumstances,
among them for assuring the employees keep to the standards of the company,
prevent or detect the crime, investigate or detect the unauthorized use of the
telecommunications system or ensure the security of the system and its effective
functioning (2000). In its turn, Finnish law on protection of confidentiality in
professional life regulates the rules controlling the employer regarding the
employees’ email, namely the namely, the restoration and opening of messages
sent to the email address of the employee and messages sent by the employee from
this email address (2004).

Consequently, there are no doubts that the access of the employer to the
employee’s correspondence sent on behalf of the company was dubious despite the
business nature of this message and the fact that it is created with the tools provided
by the employer (V. Medvedev, 1992, pp. 33—40).

Therefore, it is necessary to positively evaluate the establishment of the
regulation, which lawfully authorizes the employer to control the employee’s
work email. They legitimize the enterprise to take care of its safety in the field of
activities done by its employees (A. Bogatyrev, 2016, 198 p.).

The legislator refers to the proportionality rule by allowing the control over
the employee’s email. Taking into account the further mentioned regulation, the
employer can introduce the control over the employee’s work email if it is necessary
for work organization. It should also ensure the fully fledged use of working time
and the proper use of work tools provided by the employee. While choosing the
conditions for subordinating the employee to control in this regard, two tasks were
identified for the labour organization, which allow the full use of working time by
employees and the proper use of business tools. In the given case, the legislator uses
the particle «and» underlining the connection between the further mentioned aims
of the employer’s controlling activity. As a result, it means that the corresponding
conditions have to be kept to simultaneously (M. Kuba, 2016).

Thereupon, the monitoring of the employee’s work email is acceptable if it is
necessary for ensuring the proper work organization (which allows the full-fledged
use of working time) and the proper use of work tools provided by the employee.

These conditions do not always come together. The employee can use the
tools in a way not corresponding to their purpose in the working time (for, example,
during the break). However, it has to be mentioned that the necessity to keep to
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both obligations, stated in regulation commented, increases the protection of the
employees from the excessive control of the employer, but it can also be the source
of abuses done by the employee (M. Kuba, 2016).

In the analyzed sources it is stressed that while controlling the work
employee’s work email, the employer has to comply with the following principles:

necessity principle;

employee’s dignity and personal rights protection principle

trade unions liberty and independence principle

According to the necessity principle, the monitoring of the employee’s email
is acceptable when it is necessary for the work organization which allows for the
full-fledged use of time and working tools allowable for the employees ( have to be
performed together) (M. Kuba, 2020).

The necessity principle means that the employer has to state that the above
mentioned aims cannot be achieved otherwise than by the way of employee’s
monitoring. The circumstances which have significance for the assessment are the
type of work, its nature and the position of the employee. The necessity principle is
additionally marginalized by the employee’s dignity and personal rights protection
principle. Using the accordance monitoring is acceptable only if the personal
property of the employee, as well as the secrecy of correspondence, (Article 22°
paragraph 2 and 4 of the Labour Code of the Republic of Poland) is not violated.

According to the trade unions liberty and independence principle, the
monitoring cannot include, without any exceptions, rooms (an analogy to the email
address) used by the trade union.

Besides, the Article 22% § 6-10 and Article 22° §4 of the Labour Code of the
Republic of Poland makes it visible that any form of employees’ monitoring is legit
if it was made by the principles stated there.

These principles comply with the transparency in processing personal data
principle (M. Kuba, 2020). Such requirements serve the basis of this principle:

a) the aims, scope and mode of using monitoring are defined in collective
labour agreement, labour regulations or in message if the employer does not make
collective labour agreements (part 6 of Article 22 of the Labour Code of the
Republic of Poland);

b) the employer informs the employees about the monitoring in the
mode acceptable for the employees not later than 2 weeks before the start of its
implementation (part 7 Article 22* of the Labour Code of the Republic of Poland);

c) before allowing the employee to start working, the employer provides him
with the written information on the aims, scope and mode of conducting monitoring
(part 8 Article 222 of the Labour Code of the Republic of Poland) (M. Kuba, 2020).

The compliance with the transparency principle, while controlhng the
correspondence, is of a principal importance for respecting the employee’s
personal rights. The employee has to be informed about the monitoring of his work
email. The employee who has not been informed about by the employer about the
monitoring has the lawful right to hope that his private life and communication are
protected (K. Jaskowski, https://sip.lex.pl).

By implementing this form of control the employer is obliged to inform the
employees in a mode, defined by the given company in two weeks before the start
of the monitoring (Article 22 §7 in line with Article 22 §3 of the Labour Code of
the Republic of Poland). Upon hiring a new employee and the company has to
provide him with the written information on the aims, scope and mode of email
monitoring before allowing him to do the job (Article 22 §8 in line with Article 22
§3 of the Labour Code of the Republic of Poland). Besides that, the employer has
to mark accordingly the emails, stating clearly that the given email is controlled
by the company. Marking computer or another device used for email service is not
considered sufficient if the marking does not include the information that the email
is controlled too (M. Kuba, 2020).
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In addition, according to Article 222 §3 of the Labour Code of the Republic
of Poland, the aims, scope and mode of the above mentioned form of monitoring
have to be stated in the collective labour agreement or labour regulations or in
message if the employer does not make collective labour agreements or is not
obliged to set up the rules. Consequently, the employer has to define the aims of the
monitoring, stating clearly the scope of controlling activity in the discussed area.
Besides, the scale of monitoring and the data collected have to be defined. The
scale of data has to be compliant with the aims of monitoring. Therefore, if getting
information on the sender and receiver, date and time of sending and receiving
and the topic of the message is enough, the company does not have to analyze the
content of correspondence. However, the employee has to be informed that this
specific data will be collected while making the controlling activity. The mode of
monitoring as well as defining the ways of email controlling and its rules have to
be the subject of agreement too. Particularly, the circumstances and the frequency
of controlling have to be defined (M. Kuba, 2020).

According to the Article 22 §2 of the Labour Code (1974) the email
monitoring cannot violate the secrecy of correspondence or the right for privacy of
life (I. Sokolov, A. Sysoyev, & S. Gornostayev, 2005, 206 p.).

Although the term «correspondence» is associated with communication
through letters, according to the decision of the European Court, the secrecy of
correspondence covers all means of communication. A similar view is expressed by
the European Court of Human Rights, pointing out that the term «correspondence»
also applies to communication by electronic means, such as email (1997).

Without doubt, the employee’s right to the secrecy of correspondence can
be violated while using email for monitoring. Despite the fact that the law allows
to control only work messages, there is a risk of finding private messages in the
employee’s work email.

As is underlined in the research, even though the employer forbids using
work email for private conversations, when he finds the private correspondence of
the employee who neglected that prohibition, the employer is not allowed to read
the whole conversation (M. Kuba, 2016).

Therefore, as is shown in the legal literature, the law which forbids violation
of the secrecy of correspondence is considered fully justified. From the point of
view of business, such a prohibition bears a possible risk for the employer of being
held responsible for the measures taken to ensure the company’s safety. In order to
avoid the non-deliberate violation of the employees’ personal space it is advised to
make the definition of the employees’ private messages. However, the prohibition
of using work email for private purposes is not an easy matter (1997).

A lot of polish laws impose sanctions for violation of the right for privacy
and the secrecy of correspondence.

The sanctions for violation of the regulations on authorized monitoring of
the employee, monitoring procedures and other requirements for the processing of
personal data of the employee are specified primarily in the regulations of the Law
on Personal Data Protection from 2018 (M. Kuba, 2016).

Besides, if the employee recognizes his personal rights violation or suffers
from its consequences, he has the right to demand protection on the basis of the
regulations of the Civil Code of the Republic of Poland (1974).

In general, the employee may also use his right to immediately quit the labour
relations as for the serious violation of main obligations by the employer according
to Article 55 part 1 of The Labour Code of the Republic of Poland (1974).

As was mentioned above, the secrecy of correspondence violation may even
lead to the criminal responsibility as well as to violation of the Convention for the
Protection of Human Rights and Fundamental Freedoms. However, in case of the
given violation, the case will be viewed by the European Court of Human Rights
and instead of the employer the responsible side will be the state.
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Let us look at the employee’s work monitoring and intrusion in their right for
the respect for private life. The usage of Law regulations which allow conducting
monitoring, has to be done with regard to the necessity to balance these contradictory
values and interests of both sides of labour relations. It means that monitoring as
means of controlling employee has to include the need to respect the employee’s
personal rights, among them the right for personal life. The connected standards are
set by the European Court of Human Rights in the Art. 8 of the Convention for
the Protection of Human Rights and Fundamental Freedoms, which is a guarantee
of the above mentioned right to respect for private life (in particular, judgments of
9 January 2018, 1874/13 and 8567/13, Lopez Ribalda and Others vs. Spain, LEX
Ne 2418052 from 11.28.2017 p., 70838/13 Antovi¢ and Mirkovi¢ vs. Montenegro;
LEX Ne2398411; Grand Chamber judgment 05.09.2017 g., 61496/08 Barbulescu
vs. Romania, LEX Ne2347233; 03.04.2007 g., 62617/00 Copland vs. Great
Britain, LEX Ne 527588 of 2 August 1984, 8691/79 Malone vs. Great Britain, LEX
Ne 80974) (M. Kuba, 2016).

In this context, the judgment in Barbulescu vs. Romania (Grand Chamber
judgment of 5 September 2017, statement Ne 61496/08) deserves special attention.

Bohdan Barbulescu, the citizen of Romania, on request of his employer
created an account in a public messenger, which had to be used for communication
with clients. While conducting monitoring on the content of messages, received
by the employee, it was noticed that this messenger account is also used for the
employee’s private conversations. The employer broke the labour contract with Mr.
Barbulescu. The employee, in his turn, accused the employer of the unreasonable
termination and the excessive intrusion in private life. Later, he handed the case
to the court. The court agreed with the employer. In 2008 Bohdan Barbulescu
handed the case to the European Court of Human Rights stating that the Art.8 of
Convention for the Protection of Human Rights and Fundamental Freedoms had
been violated. The given article refers to the right to respect for family life, home
and correspondence (1974).

The European Court of Human Rights made a claim that the employee’s
correspondence at work is covered by the concepts of «privacy» and
«correspondence» and therefore the Article 8 of the Convention has to be applied.

The Court’s idea was that the potential violation has to be looked at from the
point of view of the state positive obligations. In the sphere of labour law, it had
to be evaluated if the state was required to create the legal basis for the protection
of employees’ rights to the private life and correspondence in the context of their
relations with the employer. The relations between the employee and employer
are based on their mutual agreement. They include specific rights and obligations
of both sides, which differ significantly from the generally accepted ones in the
relations between individuals. From a legal point of view, labour legislation leaves
space for the negotiations between both sides of a labour agreement. To conclude,
the sides determine most part of their relations (2017).

The Court noted that regulating relations in this area could not be subjected
to the unlimited freedom. National authorities must ensure that the measures
implemented by the employer to monitor correspondence and other means of
communication, regardless of their scope and duration, are accompanied by
adequate and sufficient guarantees against abuse.

The Court stated that in the given context the following factors have to be
taken into consideration:

— whether the employee was notified of the employer’s ability to control
correspondence and conduct monitoring. However, in practice employees can be
notified in different ways depending on case circumstances. The Court recognizes
that the implementation of such measures that meet the requirements of Art. 8 of
the Convention, as a rule, requires that the notification clearly indicate the nature
of the monitoring and is given to the employee prior to its conduct;
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— the scope of monitoring and the degree of interference in the employees’
private lives. In this regard, a distinction should be made between monitoring the
flow of correspondence and its content. It should also be taken into account whether
all correspondence was monitored, as well as whether monitoring was limited in
time and how many people had access to its results;

— if'the company has provided the justified reasons that excuse the monitoring
of correspondence and knowledge of its actual content. In a situation where
correspondence monitoring is an inherently more invasive method, it needs more
serious justification;

— whether it was possible to create a monitoring system based on methods
and measures that are less stringent than direct access to the content of employees’
correspondence. It is necessary, given the special circumstances, to assess whether
the goal of the enterprise can be achieved without direct access to the full content
of the employee’s correspondence;

— the consequences of monitoring for the employee and the way the company
used the results of monitoring, in particular, whether or not it served to achieve its
stated purpose;

— whether the employee used appropriate guarantees, especially when the
employer’s monitoring was strict. In particular, it should prevent access to the actual
content of the correspondence in question, except in cases where the employee has
not been notified of of monitoring before its conduction (2017).

The government has to ensure that the employee whose correspondence was
tracked receives access to court under whose jurisdiction is possible to check to
what extent the above mentioned criteria are kept to.

The European Court of Human Rights has to evaluate the method which the
national courts applied when dealing with the employee’s case about the violation
of his right to private life and correspondence by the employer (2017).

In the given case, the Romanian courts paid attention only to the fact whether
or not the employer revealed the content of correspondence to the employee’s
colleagues. The court stated that this argument is not sufficiently justified in the case
materials and that the complainant did not provide any other proofs. Therefore, it
considered that the application was related to the employee’s dismissal as a result
of monitoring conducted by the employer.

The European Court of Human Rights stated that in this case the Romanian
court had to be more precise about whether or not the company used monitoring
according to the Article 8 of the Convention and the complainant’s right to the
respect of his private life and correspondence was not violated.

Thereby, the task of the European Court of Human Rights is to establish, in all
circumstances, the competent authorities. The courts have a good balance of competing
interests in the event if monitoring is applied to the complainant. He acknowledged that
the employer has a legitimate interest in the effective operation of the company, which
can be done through the verification mechanism done to check that employees perform
their professional duties properly and with due diligence (2017).

For this reason the Court made a decision to check how the national courts
established the facts relevant to the given case. By studying this case, the Court had to
determine if the national courts acted according to the regulations of the Convention.

The Court reminded that, regarding the factual findings, it was aware of the
ancillary nature of its task and its obligation to exercise caution, assuming the role of
the actual court, unless this was unavoidable. The court cannot replace the assessment
of the facts set out by the national courts, as they must establish the facts on the basis
of the provided evidence. However, while examining the case, the Court is not bound
by the decisions of the national courts and is free to assess them in the light of all the
materials submitted. Despite this, the convincing arguments are needed for the Court
to depart from the factual findings of the national courts (2017).

The proof provided for the Court show that the employee was informed by
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the employer about the in-house regulations, which do not allow using company
resources for personal needs. It confirmed reading the corresponding document
and signing its copy on December 20, 2006. In addition, the employer sent a notice
dated 26 June 2007 to all employees, reminding that the use of the company’s
resources for personal purposes was prohibited, and one employee was fired for
violating this prohibition. The complainant read the notice and signed a copy on
an unspecified date between 3 and 13 July 2007. The court also noted that on
13 July 2007 the employer twice requested a clarification for the use of official
mail for personal purposes. Initially, when the employer showed him a list of his
correspondence, the employee stated that he used the Yahoo Messenger account
only in connection with work. Fifteen minutes later, when the employer showed him
a 45-page correspondence with his brother and his fiancée, the employee accused
the employer of violating the confidentiality of the correspondence (Ombudsman.
Monitoring the employee’s communications... , https://www.rpo.gov.pl).

According to the Court, the national courts correctly identified the parties to
the dispute, clearly stating the applicant’s right to respect for his private life, as well
as the legal principles applied. In particular, the Court of Appeal referred directly
to the principles of necessity, purpose, transparency, proportionality and security,
and stressed that the monitoring of correspondence falls under these principles.
The courts also examined whether disciplinary proceedings had taken place in an
adversarial manner and whether the applicant could present his arguments.

It is left to decide how the national courts took into account the above criteria
in determining the extent of the applicant’s right to respect for his private life
and correspondence against the employer’s right to do monitoring, including his
disciplinary rights, in order to ensure the effective functioning of the company.

As considering the fact if the applicant was previously informed by the employer,
the Court stated that he claimed that he might not be informed about the scale and type
of monitoring or about the fact that the employer might have had access to the content
of his correspondence. The Court stated that, regarding to the possibility of conducting
monitoring, the national court simply noted that «the employees noticed that one of
their coworkers was fired before the reprimand of the applicant», and deduced that the
applicant was warned against using company’s resources for his personal purposes.
National courts have not defined whether the applicant was previously informed about
the fact that employer might conduct monitoring, its sphere and character. The Court
agrees that for the message being viewed as a previous notice it has to be made before
the monitoring, especially when it covers the access to the employees’ correspondence.
The international and European standards are developing in this direction, demanding
from the employer to inform the subject of monitoring beforehand.

With regard to the scope and extent of the violation of applicant’s privacy,
the Court noted that this issue had not been considered by the court, although
the employer seemed to have registered the whole applicant’s correspondence
during the monitoring period, had access to it and copied its content (Ombudsman.
Monitoring the employee’s communications... , https://www.rpo.gov.pl).

It also appears that the courts did not sufficiently assess the legitimate reasons
that justify the monitoring of the applicant’s correspondence. No specific goal that
could justify such strict monitoring is mentioned. It is only stated that there is the
need to ensure that the company’s IT systems are not damaged, its responsibility in
the event of illegal activities in cyberspace and the disclosure of trade secrets of the
company. However, the Court considers that these examples can only be viewed as
theoretical, as there is no indication that the applicant actually exposed the company
to this type of risk (Ombudsman. Monitoring the employee’s communications... ,
https://www.rpo.gov.pl).

Moreover, the national courts did not determine whether the employer’s
aim could be reached the measures less heavy than the access to the employee’s
correspondence. In addition, none of the courts viewed the consequences of
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monitoring on further disciplinary proceedings. The Court stated that the applicant
was given the strictest punishment which was his dismissal (Ombudsman.
Monitoring the employee’s communications... , https://www.rpo.gov.pl).

The courts did not define if the employer had a real access to the employee’s
correspondence when he urged the applicant to explain the use of company’s resources.
The courts did not define where exactly when in the disciplinary proceeding the
employer reached the content of correspondence. Accepting the possibility of access
to the content of correspondence at any stage of disciplinary proceedings was against
the principle of transparency. For these reasons, the finding of the national courts to
maintain the right balance of interests was controversial. This statement seems to be
an expression of a purely formal and theoretical approach. The national courts did not
explain, given the circumstances, the specific reasons concerning the applicant and
his employer which led him to such a conclusion.

Therefore, it appears that the courts were unable to establish whether the
applicant had been notified in advance by the employer of the possibility of
monitoring his correspondence with Yahoo Messenger; they also did not take into
account that he was not informed of the extent of the intrusion into his private life
and the secrecy of the correspondence. In addition, they did not identify specific
reasons that justified the monitoring; whether the employer could have used means
less restrictive of the applicant’s privacy and correspondence, and whether the
applicant’s correspondence could be accessed without his awareness.

For all these reasons and despite the freedom of assessment of the facts by
the national courts, the Court considered that the applicant had not been adequately
protected by his right to respect for private life and correspondence and had not
struck the right balance between the parties’ interests. Thus, the Article 8 of the
Convention was violated (2017).

Conclusions. Although the regulations discussed in the given article have to
prevent the violation of the right to privacy and confidentiality of correspondence,
they are mostly reduced to the fact that employers do not read private correspondence
sent by an employee from a business email address. However, practically, it is not
that simple. The employer may accidentally open the private correspondence. The
other thing is that the work email has to be used only for correspondence connected
with work. The employees have to remember not only about the guaranteed
confidentiality of correspondence and the right to respect for private life, but also
the fact that the company has the right to protect the secrecy of the company,
which the employee is prohibited to disclose. Employees should be aware of this,
as well as of the fact that the employer will take measures to ensure the company’s
information security, which requires control and monitoring of employees.
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KOHTPOJIb CJYKBOBOI EJIEKTPOHHOI IOIITH ITEPCOHAJTY SIK 3ACIB
TH®OPMANIMHOI BE3NEKH MOJCHKOT'O MIAIMPUEMCTBA

Anotanis. [HdpopmaniliHe mpaBo — 1€ BIIHOCHO MOJOMa Taly3b IpaBa, MPEIMETOM SIKOT
€ iH(opMariifHi BiTHOCHHH, IO BHHHKAIOTH y Tporeci o0iry indopmarii. 3a octaHHI pOKH
c(hopMyBaBCsl BEJIMKUIT 00CAT 3aKOHO/IABYKMX aKTIB, 1[0 PETyIIIOI0Th iHpOopMaliiiHy chepy, 30Kkpema
chepy iHpopmaniiiHoi Oezneku Ta 3axucty iHdopmauii. [IpaBa momuaun B iHdopmaniiiHoMy
CYCHIUIBCTBI 320€3MeUyIOTHCSl MIKHAPOHUMH IIPAaBOBHMH aKTaMH, 1110 CTOCYIOThCs iH(pOpMaIiitHuX
IpaB 0COOHMCTOCTi. BakTUBUM acmekToM iH(OpMAIiifHOI iSUTBHOCTI JepXaBH € iepapxis
MIPIOPUTETIB, Cepell AKUX Ha TIEPIIOMY MICIIi CTOITh Mi>KHapOTHE IIPaBO, HA APYTOMY — HalliOHAJIFHE
3aKOHOMIABCTBO, a B)KE Jalli — Ti/I3aKOHHI aKTH, SKi HE MOBHHHI CYNEPEYNTH MDKHAPOAHOMY Ta
HalliOHAJIBHOMY 3aKOHOJABCTBY. Y CTaTTI IOCIIDKY€EThCS podiieMa 3abe3nedeHHs iHdopmariitnol
Oesniexy mianpuemcts [losbii, OAHUM 3 HANPSMKIB SIKOT € KOHTPOJb CIIyKOOBOI €JIEKTPOHHOI
TIOLITH TIEPCOHATY MiANpUEMCTB. B crarTi mpoananizoBaHi mpaBoBi 3000B’s13aHHS MIANIPUEMCTB
IIOJI0 KOHTPOJIIO CITy>KOOBOI MOIITH CBOiX NPAaliBHUKIB Ta MpPaBO Ha IOBary J0 INPHBATHOTO
KUTTS. PO3KpHUTO MUTaHHA CaHKINIH 3a MOpPYIICHHS KOH(IICHIIHHOCTI KOPECTIOH ICHIII{ Ta TpaBa
Ha TIOBary J0 MPUBATHOTO KUTTSA. ABTOpaMH IPOAHATI30BaHO HAyKOBI IMpalli 3 MUTAaHb IPABOBOTO
3abe3neueHHs: 1H(OpMaIiiiHOiI Oe3neKH MiIIPUEMCTB Ta KOHCTAaTOBAaHO, IO B pa3i KOHTPOJIO
Ci1y’KOOBOT  €JIEKTPOHHOI IIOIITH TIEPCOHANy pOOOTOAABElb MOBUHEH KEpyBaTHCS TaKUMH
MPUHITUIIAMHA: TIPUHIIUIIOM HEOOXiTHOCTI; MPHUHITUIIOM 3aXHCTy TiMHOCTI Ta OCOOHMCTHUX IIpaB
MIEPCOHANY; TPUHIIMIIOM CBOOOIH Ta HE3aJEKHOCTI POQCITITIOK.

B crarti npencraBneHuii MOHITOPHHT POOOTH ITEPCOHAITY Ta BTPYYaHHsI B IXHE IPABO HA ITOBATY
JI0 IPUBATHOTO KUTTS. BUKOPHUCTAHHS MOJNIOKEHb 3aKOHY MOBHHHO 3IHCHIOBATHCS 3 ypaxyBaHHIM
HEeoOXiHOCTI 30aJIaHCOBYBAaTH 1l CYNEPEWIMBI IIHHOCTI Ta IHTEpecH 000X CTOpIH TPYHLOBHX
BIZIHOCHH. A 1l 3Ha4YUTh, 1[0 MOHITOPHHI, SIK BUJI KOHTPOJIIO pPOOOTONABLISl, HOBMHEH BPaxOBYBaTH
noTpedy MOBaXkaTH OCOOMCTI ITpaBa MPaIliBHUKIB, BKIIFOYAIOYH TIPABO HA TIPUBATHE JKHUTTSI.

Kntwouosi cnosa: ingopmayitina 6esnexa, npueamue sxcumms, cankyii, €sponeticokuil ¢yo,
npaso, Tpyoosuil kooekc
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MODERN ASPECTS OF CRIME PREVENTION

Abstract. We are passing through a period of time in which the big known social scourges —
corruption, poverty, unemployment, drugs, and alcoholism — are completed by terrorism, organized
crime, deterioration of urban environment, as well as subtle factors such as abuse, discrimination,
absence of control, advocacy of violence through media. All of these factors are complemented,
naturally, with particular ones for every country or region, thus amplifying social vulnerability and
criminal costs. The groups which suffer the most due to high criminality rate remain always the same:
the young, the elderly, women, single persons, people who live in the suburbs. Although immediate
risks seem urgent, lasting improvement appear only when indirect factors are approached: poverty,
illiteracy, unemployment, lack of perspective etc. Therefore, preventing crime becomes imperative
for this period of time, in which the main objectives are social order, consolidation of mechanisms
used to respect and apply the law, education and solidarity of the public.

Consequently, preventing crime as a social and antisocial phenomenon, which
accompanies every form of organization of human existence has constituted to this day a
challenge for theoreticians and practitioners of criminal sciences worldwide. Limiting to
a certain extent the effects of this manifestation, characteristic of the human behavior and
reducing them to a certain degree of endurance, has always represented a major preoccupation
of the state, regardless of its nature. Naturally, prevention is part of the forms of reaction of
society towards criminality and definitely constitutes the final, yet optimal, means of answer
society must give to this species of human behavior.

Keywords: crime, crime prevention, modern models of criminal prevention

Introduction. Crime prevention as a social and antisocial phenomenon that
accompanies every form of organization of human existence today is a challenge
for theoreticians and practitioners of criminal sciences around the world. Limiting
the consequences of this manifestation, and reducing them to a certain degree of
endurance, has always been the main concern of the state, regardless of its nature.

Analysis of recent research and publications. «Prevention is not only the
artwork of a specialist, but it requires the general effort. Beyond very limited
recommendations, it implies the call for a change in mentalities... A society
where communication is reconstructed, where constraints remain slim, where the
person is constantly taken into consideration, will refuse violence. By refusing
this defiance, a world not without violence, but a calmer world will be born.»
(Answer to violence, tome 1, Presses Pocket, Paris 1977, page 222).

The purpose of our article is to study modern aspects of crime prevention.

Formulation of the main material.

1. Definition of the concept of crime prevention. Purpose and duties of
prevention measures

Fight against criminality is happening in all states through specific measures,
both prevention and constraint measures, with the enforcement of criminal
sanctions. The problem of criminality persists in all states and the fight against it is

© Tudorica Alin-Andrei, 2021
campina@scoalapolitie.ro

134 ISSN 2786-491X (Print)



PHILOSOPHY, ECONOMICS AND LAW REVIEW. Volume 1, 2021

inspired by the criminal politics, implying solutions at a national level.

The concept of prevention is translated by taking steps which lead to
impeding the committing of crimes. The concept of prevention and fight against
crime encompasses 2 determinations:

1. Post-crime prevention

2. Pre-crime prevention

Post-crime prevention signifies the ensemble of measures for re-socialization
of persons who have suffered a condemnation, applied as provided by the law, either
by state bodies competent in enforcing criminal punishment (when the punishment
is executed in custody), by penitentiary bodies, or by groups of people (when the
punishment is executed through labor), with the aim of avoiding recidivism.

Pre-crime prevention means an uninterrupted social process which implies
an ensemble of social measures, applied by state bodies as provided by the law,
mainly by the bodies under The Ministry of Internal Affairs and The Ministry
of Justice, who work closely with different associations and organizations, in
order to prevent and eliminate potential risks of committing crimes, through the
identification, neutralization and removal of socio-human, subjective and objective
sources, which can determine or facilitate anti-social acts. These measures are
destined to essentially contribute to the permanent education of all members of
society, in the spirit of obeying criminal law and legal order.

The activity of fighting crime should be understood as an ensemble of judicial
and criminal measures, taken by specialized state bodies, in accordance with the law,
in order to achieve the goal of the criminal trial, which is the timely and complete
determination of the acts which constitute crimes, in such a manner that any person
who has committed a crime will be criminally sanctioned, according to their guilt,
and that no innocent person will be sanctioned according to criminal law.

Preventing crime signifies pre-empting the primary performing of those human
actions or inactions, which society considers harming for its values, for which reason
these behaviors have been sanctioned by criminal law (V. Clioclei, 2009).

The main objective of prevention is constituted by the ensemble of factors
which determine or facilitate the realization of the criminal act.

Crime prevention represents a multilateral system of measures, aimed at:

a) Revealing and eliminating or reducing or neutralizing the causes of crime,
of some separate types of crime, as well as the conditions which facilitate it

b) Revealing the groups of persons who bear a high criminal risk and reducing it

c¢) Revealing and eliminating situations from certain geographic areas

d) Revealing the persons whose behavior indicates the real possibility of
committing crimes, as well as the corrective influence on them.

2. Classification of crime prevention and its role

Fight against crime must be done in 2 ways, namely:

a) A preventive way, for impeding the committing of crimes

b) A repressive way, for punishing those who commit crimes.

In the fight against crime, an important role is also played by the activity of
the police, who prevent crime through control and public order surveillance.

There are 2 forms of crime prevention:

The first form refers to the prevention of appearance or existence of social
or individual causes, which can lead to committing crimes. For example: poverty,
economic crisis, conflicts between people, individual crises.

The second form refers to direct prevention of crime. For example: in the
situation of the existence of a group of recidivists who always commit crimes,
police bodies who monitor this group can intervene against them and in this case,
stop them form committing crimes.

In accordance to the volume and the territory of crime prevention and
prophylaxis, one can differentiate the following measures:

1) General, which aim at the discovery, the elimination and neutralization
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of causes and conditions which can generate the committing of the criminal act.
These measures can be aimed at large groups of persons, for example: in the fight
against drug traffic, human traffic, gun traffic, etc.

2) Special, which are aimed towards certain categories of crimes or groups of
criminals. For example: drug users, prostitutes.

3) Individual. These are the measures which apply to specific persons, which
are on the verge of committing a crime.

1. General prevention

Is a complex multi-phasic process, comprised of interdependent elements.
Thus, positive development of society, improvement of economic, politic and social
institutions, would actively contribute to the general prevention of crime. In the
same time, the purpose of crime prevention is not directly aimed at the change of
the economic situation, but it influences a series of negative manifestations, such as:

— Poverty,

— Unemployment, etc.

Nevertheless, fight against crime does not directly pursue the raise in the level
of culture of the population, but, obviously, it influences the behavior, interests and
motivation of human acts and, consequently, the choice between good and bad,
between a legal and an illegal behavior.

This form of prevention, namely the general prevention of crime, encompasses
the main domains of social life, such as: the economic, administrative, cultural
domain etc. Due to the existence of specific aspects of these domains of activity,
these can generate the causes for the committing of crimes.

This complexity of criminal situations has determined Enrico Ferri to claim
that using only punishment is not sufficient in the fight against crime. As an
argument, Enrico Ferri states that fight against social reasons which generate crime,
growth of the role of education, improvement of administration, improvement of
economic conditions, etc. are also necessary.

In perspective, general prevention must bear a long-term nature, must embody
all spheres of human life. For example: in the economic sphere — the development
of production and use of efficient technologies, the lowering of inflation, creating
new workplaces, the raise of salary level at European scale, in the social sphere —
the development of middle class, strengthening family connections, etc.

2. Special prevention

Special prevention is that form of prevention which aims at directly impeding
the committing of a crime. In the case of special crime prevention, it is a matter of
specific acts, crimes which are on the verge of being committed and which can be
stopped and prevented from happening. In this context, police plays an important role
in special prevention, through the special duties it has. The measures which prevent the
committing of certain crimes, in the case of special prevention, may be the following:

1) Making the citizens aware of the places in which crimes can be committed

2) Protecting goods with the help of alarm systems, etc. Special crime
prevention has a much more specific character than general prevention. Thus,
through special prevention, one may comprehend the prevention of committing
new crimes. Special crime prevention, in the most direct way, is tightly connected
to general prevention, except the measures of special prevention are much more
specific and have limits concerning time, space, and persons. Moreover, general
prevention takes action in the frame of the entire society, encompasses multiple
spheres, such as: economic, social, politic, cultural, educational, etc.

3) Judicial factual measures can be a part of both general and special
prevention. Special crime prevention measures are extremely diverse and can be
classified under multiple criteria, such as: Judicial, Economic, Educational, etc.

3. Individual prevention

Targets the group of persons who have not committed crimes yet, but may
commit them in the near future. This type of preventive activity is directed towards
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a specific person and towards his social micro-environment. Therefore, individual
prevention must be directly aimed, as is the case with special prevention, at the person
and their negative particularities, at the micro-environment, which participates in the
most active manner to the shaping of the personality, as well as at the causes and
conditions, which can generate or facilitate the committing of the crime.

The purpose of individual prevention consists of tracking these persons,
exerting a positive influence on them, as well as on the micro-environment they
belong to, in order for them to refrain from committing crimes or in order to
eliminate the causes and conditions which can generate it.

3. Modern models of crime prevention

1. The repressive model

For a very long time, the social reaction against crime has had a strict
repressive character. The customs of private justice consider the offence towards a
group must automatically ripple to the clan they belong to, with the responsibility
of the retaliation belonging to the entire group. Under ,,divine revenge», the leader
(afterwards, the judge) could impose the application of the law (F. Mutiu, 2014).

The repressive model targets the following:

» rigorous codification of crimes and punishments, the necessity to
elaborate a body of clear and accessible written laws.

* justification of the punishment by its retributive, discouraging and therefore
useful character when it comes to the conservation of public order.

+ the necessity to apply moderate, yet secure and prompt punishment.

+ the introduction of an accusatory system in the criminal procedure; the
necessity for public trial and evidence.

+ the abolishment of torture as an investigation procedure, as a means to
obtain evidence.

+ the necessity to prevent crime.

2. The preventive model

The founder of this model is Enrico Ferri, juristand sociologist, who challenges
the repressive system conceived by the classic school. The ideas supported by the
positivist school are:

+ the importance of criminal behavior for the court.

* revealing hereditary and environmental factors which have determined

the behavioral evolution of the criminal.

+ deletion of the classic image of the reasonable person, in control of his
acts and always at liberty to choose between good and bad.

» the criminal is not always at liberty to choose, being defined only by
natural law (discovered only by science).

+ the individualization of punishment should be done taking into account
the personality of the criminal and the specific conditions which have
determined the occurrence of the criminal activity.

According to these opinions, the punishment constitutes a means of social

defense bearing a curative character, aimed at curing the criminal.

Modern crime prevention methods one can encounter:

— concluding partnerships with representatives of civil society: government
institution, NGOs, local public authorities.

— promotmg public-private partnership in crime preventlon activities.

— initiation and development of local prevention programs, projects
concerning prevention and fight against crime and action plans.

— development of informative and preventive activities in communities
bearing a risk of victimization.

— development of educational and preventive activities, anti-victim and
anti-crime training activities, from which vulnerable groups, such as children,
women, elderly, persons bearmg a risk of marginalization.

— conceiving promotional and informative materials, such as flyers, posters,
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brochures bearing a preventive character.

3. Social defense doctrine

This doctrine is trying to combine the two conceptions (the one belonging to
the classic school and the one belonging to the positivist school), granting criminal
law a new purpose, namely social defense achieved both through prevention and
through repression.

Fundamental ideas of this doctrine claim that:

Social defense refers to the protection of society against crime.

Protection is achieved through criminal and extra-criminal measures with the
aim of neutralizing the offender (by applying emotional and educational methods
or by elimination or segregation).

Social defense supports the criminal politics which prioritizes the prevention of
crime and the treatment of the offender (aiming at the re-socialization of the criminal).

Re-socialization is considered a result of the humanization process of new
criminal law.

Humanization of criminal law and of the criminal trial is based upon the scientific
knowledge of both the criminal phenomenon and the personality of the offender.

4. The curative model

This model of criminal politics is substantiated on the results of scientific
research of criminology. To the scientific data provided by clinic criminology, ideas
of the social defense doctrine have added and in particular, of the new social defense.

The curative model targets:

» the focus of criminal politics on the idea of the re-socialization of the
criminal.

+ the introduction of treatment methods which can contribute to the social
rehabilitation of the individual.

+ the introduction of individualization techniques meant to contribute to the
growth of the efficiency of treatment, both in the moment of the judicial
individualization of the sanction and in the period of time of its execution.

e the introduction of an ensemble of social, economic, cultural, etc. measures,
with the purpose of facilitating the most adequate social rehabilitation of
the criminal, after the completion of the treatment. In the U.S.A., the idea
of treatment underwent a certain judicial consecration in the system of
sentences with an undetermined duration, combined with the measure of
parole «on faith».

Conclusions. These means of non-repressive sanctioning have targeted the
execution of the sanction of semi-armed prison, with the purpose of facilitating re-
socialization (the criminal is allowed to live in his family and social environment,
keeps his workplace, but spends the weekends and his leave in the penitentiary).
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Auin-Anapeii Tynopika

CYYACHI ACIHEKTHU MPO®ITAKTHUKH 3JIOUYNHHOCTI

AHoTanisi. ABTOp HaroJoIye, o MU IPOXOIMMO Yepe3 IIPOMIKOK 4acy, KOJIM BEJHUKI BiIoMi
COIliabHI HamacTi — KOPYIIIisA, OiTHICTh, 0e3pOOITTS, HAPKOTHKM Ta aJKOTOII3M — JIOTIOBHIOIOTHCS
TEpOPU3MOM, OPTaHi30BAHOIO 3TIOYHHHICTIO, TIOTIPIICHHIM MiCBEKOTO CePEe/IOBHIIA, a TAKOK HE3HATHAMH
(bakTOpamu, TAKUMH SIK 3IOBKHBAHHS, AMCKPUMIHALLISL, BIICY THICTh KOHTPOJIIO, IPOTIAraH/ia HaCHIbCTBA
4epe3s 3aco0u MacoBol iHdopmariii. Yei 1 (hakTopu, IPUPOIHO, TOMOBHIOKOTHCS OKPEMUAMHE (haKTOpaMu
JUISL KO)KHOT KpaiHu abo perioHy, THM CaMHM MOCHIIIOIOYH COLaJIbHY BPAa3iMBICTh Ta KPUMIHAIBHI
BUTpaTH. [pymy, sKi CTpaKIalOTh HAWOLIBINE Yepe3 BHCOKHH PIBCHBb 3JIOYMHHOCTI, 3ATUIIAFOTHCS
HE3MIHHUMH: MOJIOb, JIFOMM TOXWIOTO BIKY, JKIHKH, OIMHOKI OCOOW, JIFOAM, SIKi TPOXKHBAIOTH Y
nepeaMicTax. He3Bakaiounm Ha Te, IO HETAiHI PU3WKU 3/1AIOTHCS HArajJbHUMH, CTIHKE 3pPOCTAHHS
BUHHKAE JIMIIIE TOJ, KOJIU HAOIMKAIOTHCS HenpsMi (akTopu: OiHICTb, 0E3rpaMOTHICTh, 0e3po0ITTs,
BIJICYTHICTh MEPCIEKTUBU TOIIO. ToMy 3aroOiraHHsl 3JI0YMHHOCTI CTAe OOOB’SI3KOBUM JUISL I[bOTO
TIepiojly 4acy, B SIKOMY OCHOBHHMH IUIIMH € COLIIJILHUH MOPSIOK Ta KOHCOJIIAIlisi MeXaHi3MiB, 110
BUKOPUCTOBYIOTBCSI JUISI TIOBaryl Ta 3aCTOCYBaHHS 3aKOHY, OCBITH Ta COJIIAPHOCTI IPOMaJICHKOCTI.

OTxe, 3arm00iraHHs 3TOYMHHOCTI SIK COIIaTbHOMY Ta aCOLIaIbHOMY SIBUILLY, SIKE CYTIPOBOIKYE
Oynp-sKy (opMy oOprasizariii JIIOICHKOTO ICHYBAaHHS, HAa CHOTOAHINIHIA JCHb € BHUKIMKOM IUIS
TEOPETHKIB Ta MPAKTHUKIB KPUMIHAIILHUX HAYK Y BCbOMY CBITi. OOMEKEHHS TIEBHOIO MipOIO HACIII/IKIB
I[LOTO TIPOSIBY, XapaKTePHUX ISl TIOBCIIHKH JIFOMUHM, 1 3BEJCHHS iX 10 TIEBHOI MipH BUTPHBAJIOCTI,
3aB)K/IU NIPEJICTABIIIO TOJIOBHY CTypOOBaHICTh JIepyKaBH, He3aJIeKHO Bif 11 mpupou. [IpupoaHo, mio
podilaKTHKA € YaCTHHOFO (POPM peaKIlii CyCIiIbCTBA HA 3IIOYHHHICTE 1, 063yMOBHO, HE € OCTaTOUHIM,
ajyie ONTUMAJIFHUM 3ac000M BiJITIOBi/II, IKE CYCIIIBCTBO MA€ JIaTH [IbOMY BHLY JIFOICHKOT TOBETIHKH.
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CONCEPTS AND PRECONDITIONS
OF EUROPEAN REGIONAL POLICY

Abstract. The author analyzes different approaches to the definition of «regionalismy,
«regional policy», «Europe of the regions» and «European regional policy». The preconditions
for the development of European regional policy as a component of general European integration
are analyzed. The author emphasizes the necessity and importance of a common approach of
EU countries to determine their own regional policy. Because no association can ensure its own
existence and stability if there are different living standards within that association. Opinions of
foreign and domestic scholars and practitioners on the interpretation of regional policy are studied.
It has been shown that building a system based on supporting the economic growth and development
of weak Member States and regions by channeling assistance from the EU central budget through
investment funds is the best way for European integration.
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