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PROBLEM ASPECTS OF INSTITUTIONALIZATION
AND IMPLEMENTATION OF THE RIGHT
TO BE FORGOTTEN

Abstract. The right to be forgotten has been institutionalized in the legal space of Europe
and continues to cause debate both due to the high level of competition of this right with other
rights and legitimate interests of various individuals, and due to the "transatlantic split" regarding
the place of this right in the EU legal system and the US legal system.

The article examines important aspects of the institutionalization and realization of the
right to be forgotten, in particular: the search for the origins of its "conflict"; substantiation of
search engine operators (and not site owners) as data controllers to whom applicants should
contact; determination of the appeal procedure and actions of the controller; settlement of
territorial jurisdiction of such disputes; determination of grounds for correction, erasure or
blocking of information, etc.

Keywords: search engine operator, personal data controller, personal data processing,
transatlantic split, implicit and explicit influence on law.

Introduction. Humanity is currently experiencing crisis times associated
with the confrontation between communities that have advanced through
transformation and those in which “transformational matter" has not yet reached
critical mass. The new era is gradually but inexorably changing all spheres of
life. In particular, new rights are gradually being realized, substantiated and
institutionalized. Among them, our attention was drawn to the so-called right to
be forgotten. Information in the post-industrial age is constantly, globally and
instantly available, easily copied and distributed, and not prone to being lost or
forgotten. The right to be forgotten seems to defy an entire era.

Indeed, modern technologies allow the application of unprecedented forms
of collection, processing, artificial intelligence analysis of data, without making
an exception for personal data. This contributes to the creation of large-scale
personal digital files, the development of behavioral and targeted advertising.
Individual personal data (website browsing history, search history, physical
movement data, etc.) is often collected and used even without the individual’s
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knowledge (Ausloos, 2012). As R. Weber notes, the Internet "requires us to
reconsider privacy as a concept” (Weber, 2011).

In these conditions, we can observe various threats: the difficulty of
protecting personal space; the risk of a quick and large-scale leak of information
that a person has shared only with loved ones; the possibility of widely available
and permanent linking of one’s name to a previously committed mistake, or an
indecent act or statement. In such situations, the need of a person, if not to delete
the information, then at least to limit its distribution or to break the connection
with his personal data, seems natural.

At the same time, the procedure for removing information or erasing its
connection with a person’s name will undoubtedly interfere with the life of other
subjects and create obstacles to the free dissemination of information. In this
connection, acute questions arise: what information can be demanded to be
"forgotten™? To whom should these requirements be addressed? What is this
"forgetting™ procedure? Are there mechanisms for compensating entities that
take measures to "“forget™ or suffer from this procedure? How significant is the
risk of abuse of such a right and what are the mechanisms for their prevention?

Finally, in Ukraine and other countries that are not covered by the decision
of the European Court of Justice, which actually institutionalized the right to be
forgotten, other issues are also relevant, in particular: how to prepare lawyers for
the future implementation of the concept of this right and to provide assistance.

Analysis of recent research and publications. In recent years, the
problems of this right have become the object of study by such researchers as
A. Bunn, L. Bygrave, J. Dowdell, F. Manjoo, J. Rosen, N. Tirosh, R. Walker,
R. Weber, O. Kokhanovska, O. Legka, Yu. Razmetaeva and others. Lawyers
came close to answering six problematic questions related to the "forgetting
information” procedure, in particular, why there was a need to "forget
information”, who should take appropriate measures, how it should be
implemented, where it should happen, what can be "forgotten” and why.

The purpose of the article. Based on the mentioned above studies, we
aim to emphasize the problematic debatable aspects, which, in particular, had to
be interpreted by the European Court of Justice in "the decision that invented the
right to be forgotten” (Bunn, 2015).

Formulation of the main material. A wide and sharp scientific debate on
the right to be forgotten is caused, first of all, by the competition of the new law with
the rights and legitimate interests of other persons. In particular, the right to be
forgotten competes with the legitimate interests of data controllers and the legitimate
interests of third parties who need the relevant information. The right to be forgotten
competes with the economic interests of the owners of search engines, which search
for information, index it, link it with other information (including personal data),
store this link and provide access to it and primary data at the request of Internet
users, along the way, making a profit from the sale of advertising.

It should be noted that in the information civilization, the conflict and the
rights of previous generations are intensifying, in particular, the competition of
freedom of information with the economic interests of data subjects. For
example, a Microsoft survey found that 75 % of US recruiters and HR
professionals order online candidate surveys, and 70 % reported rejecting
candidates based on information found online (Ausloos, 2012). That is, a
significant number of candidates could get a job, if information about them was
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not so freely distributed.

In this regard, it is worth paying attention to the fact that according to
Joseph Raz’s theory of interest, conflicts of rights are practically inevitable
(Waldron, 1989). Today’s increased competitiveness is not caused by the high
conflict of new rights. From the very beginning, it is embedded in the potential
opposition of freedom of speech and dissemination of information, on the one
hand, and the dignity of the individual and his right to privacy, on the other,
which A. Stone and F. Schauer draw attention to: "In a positive way, dignity
strengthens freedom of speech. On the other hand, it may turn out that dignity
limits freedom of speech...” (Waldron, 1989, p. 106).

The conflict has intensified under the influence of the development of
technologies, which have multiplied the possibilities for creating, copying,
saving, processing and distributing information, radically simplified the
procedures for searching for information about specific individuals, and also
almost erased the boundaries of a person’s private and public life.

With the use of information technologies, the processing of personal data
has a high risk of violation of fundamental human rights. Therefore, in the
modern world, in particular, in the EU, a system of pan-European and domestic
protection of personal data and their processing has been formed. In particular,
natural persons whose data are processed have the right “to be informed that the
processing is taking place, to familiarize themselves with the data and to object
to the processing under certain circumstances...” (https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX:31995L.0046). Personal data controllers are
responsible for the processing of materials.

However, a problematic aspect for a long time was the question: are search
engine operators data controllers? (from which people draw the main array of
personal information). This question was raised by the Spanish court before the
European Court of Justice in case No. C-131/12CJEU "Google Spain” and "Google
Inc." v. Spanish Data Protection Agency (Agencia Espanola de Proteccion de Datos
(AEPD)) and Mario Costegi Gonzalez", namely to interpret: "the company that
operates the search engine "Google™ must be considered the "controller” of personal
data contained on the Internet pages that this system indexes?" (https:/eur-
lex.europa.eu/legal-content/EN/TXT/?2uri=CELEX% 3A62012CJ0131).

According to Google’s objections, the search and indexing of information is
carried out automatically: "the activity of search engines cannot be considered the
processing of data placed on the Internet pages of third parties, which are displayed in
the list of search results, given that search engines process all information available
on the Internet, not distinguishing between personal data and other information”
(https://eur-lex.europa.eu/legal-content/EN/T XT/?uri= CELEX%3A62012CJ0131).
In addition, according to Google, "even if this activity should be classified as "data
processing”, the operator of the search engine cannot be considered a "controller” with
respect to the said processing, since it does not know about this information and does
not exercise control over the data" (https://eur-lex.europa.eu/legal-
content/EN/TXT/?2uri=CELEX%  3A62012CJ0131). = American  researcher
L.A. Bygrave generally noted that the key issue in this lawsuit was Google’s status —
should it be considered "the controller of the personal data contained in the links
indexed by its search engine?" (Bygrave, 2014).

In response, the European Court of Justice recalled the definition of "personal
data processing" from the text of Directive 95/46 in force at that time as any
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operation performed on personal data, both by automatic means and without them.
Moreover, the operator of the search engine constantly and systematically processes
personal data, although not making fundamental distinctions between personal and
other information, but providing it to Internet users when searching for personal
data. The fact that personal data has already been published on the Internet and is
not changed by the search engine cannot weaken the degree of responsibility of the
search engine operator. This processing of personal data, according to the Court’s
conclusion, "can be distinguished and considered as additional to the processing
carried out by the owners of Internet sites" (https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A62012CJ0131). As the Court rightly
emphasized, it is the operator of the search engine that determines the purposes and
methods of said processing of personal data and, thus, it must be considered the
"controller” in relation to this processing.

Finally, the Court emphasized the crucial role of search engines in the
dissemination of personal data, as it makes it available to Internet users who
would not otherwise have found the site where the data is originally published
and actually forms a dossier (“structured review of information™) on a particular
subject information For this reason, the operator of search engines must take
comprehensive measures to "achieve effective and full protection of data
subjects, in particular their right to privacy” (https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A62012CJ0131) and not transfer their
responsibility to site owners who may indeed inform search engines about the
need to exclude certain information published on their site from the automatic
indexes of search engines (https://eur-lex.europa.eu/legal-content/EN/
TXT/?2uri=CELEX%3A62012CJ0131).

Accordingly, the opinion of the Court of Justice on this aspect determines that
"the activity of a search engine, which consists in searching for information published
or placed on the Internet by third parties, its automatic indexing, temporary storage
and, finally, its provision to Internet users in accordance with a certain order of
preference must be classified as "processing of personal data"... when this
information contains personal data, and, secondly, the operator of the search engine
should be considered a "controller" with respect to said processing” (https://eur-
lex.europa.eu/legal-content/EN/T XT/?uri= CELEX%3A62012CJ0131).

But is it appropriate in this situation to seek out and contact web page
controllers? Google just advocated the need to seek protection from the owners
of sites where personal information is posted, since it is not burdensome for
website controllers to assess the legality of their publication, and to take "the
most effective and least restrictive measures to make the information
unavailable” (https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%
3A62012CJ0131). Austria’s representatives in the Court indirectly supported
this position, recognizing that a necessary condition for the search engine
operator’s termination of access to data is "a successful objection to the owner
of the Internet site on which the relevant information was published™ (https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62012CJ0131).

However, the European Court of Justice emphasized the ease with which
nowadays information is copied, transferred to other Internet pages, including
outside the jurisdiction of the EU, in connection with which "effective and
complete protection of data users cannot be achieved if the specified users will
have to seek, initially or in parallel, the deletion of information concerning them
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from the owners of Internet sites” (https://eur-lex.europa.eu/legal-content/EN/
TXT/?2uri=CELEX%3A62012CJ0131).

Indeed, a problematic aspect is the territorial jurisdiction of such disputes.
In this regard, the European Court in its decision in the case of Gonzalez
emphasized that the fact of processing personal data in several states should not
prevent the protection of fundamental rights and in such cases the processing
should be regulated by the law of the participating state in which the used means
are located (https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%
3A62012CJ0131). This provision required clarification, as means could mean
both physical equipment and a domain name. The situation is complicated by
the fact that personal data is "temporarily stored on servers, the location of which
is unknown, because this information is kept secret due to competition between
companies”  (https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%
3A62012CJ0131). At the same time, the court clarified that although Google
Spain does not directly index and store information, its sale of advertising space
is directly related to these types of data processing.

An important ruling in the territorial dispute came in 2019, when the
European Court of Justice heard an appeal against a fine imposed by the French
data protection authority on Google for refusing to remove all links relating to
an individual from all versions of its search engine. Google then explained that
instead of tying searches to a domain name (e.g. Google.fr in France, Google.de
in Germany), it implemented differentiation of searches depending on the
geolocation of the IP address of the device from which the search request comes
(https://curia.europa.eu/juris/document/).

Given the widespread use of vpn server technology that allows you to
temporarily change a device’s IP address, or rather use a proxy IP address with
any geolocation, this solution and the geolocation argument seems extremely
vulnerable. However, the Court’s 2019 decision found a certain compromise
between the concept of personal data protection applied in the European Union
and the concept of freedom of speech protection formed in the United States.

Many researchers emphasize the diametrically opposed views of
Europeans and Americans on the issue of the right to be forgotten. J. Rosen states
that "in Europe, the intellectual roots of the right to be forgotten can be found in
French legislation, which recognizes le droit a 1’oubli, or "the right to be
forgotten™ — that is, the right that allowed a convicted person, having served his
sentence and been rehabilitated, to object to publicizing the facts of his
conviction and sentence. Inthe US, on the contrary, the publication of someone’s
criminal history is protected by the First Amendment to the Constitution”
(Rosen, 2011). These differences in the field of personal privacy are so striking
that American experts called them the "transatlantic split" (Bygrave, 2014), and
the decision of the European Court in the Gonzalez case — a form of censorship
(Tirosh, 2017). In general, American courts perceive restrictions on the right to
freedom of speech as a prerequisite for self-censorship (Weber, 2011).

Researchers see the origins of the split, in particular, in the historical
upheavals of the 20th century, pointing to the national register of the
Netherlands, which "allowed the Nazis to identify 73 % of Dutch Jews,
compared to only 25 % in France", where such reliable records did not exist
(Dowdell, 2016). Philosophers of law also believe that in continental Europe,
the construct of private life is based on the concept of human dignity, and in the
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USA — on the aspect of human freedom (Dowdell, 2016). At the same time, in
continental Europe, the right to be forgotten can be considered as contained in
the right of the individual, covering several elements such as dignity, honor and
the right to private life (Weber, 2011).

In any case, it is worth agreeing with the American specialist R. Walker,
who argues that "only a limited form of the "right to be forgotten™ is compatible
with US constitutional law. This form is the right to delete voluntarily provided
data..." (Walker, 2012). Even before the aforementioned court decision, J. Rosen
emphasized that the European interpretation of the right to be forgotten, with the
possibility of deleting not only self-published information, actually speaks of the
creation of a new right (Rosen, 2011).

Consequently, the Court’s decision exacerbated the controversy related to
the competition between the human right to privacy and freedom of expression,
and also called into question the status of the right to privacy as a fundamental
right. L.A. In this regard, Bygrave concludes that "according to EU law, the
protection of personal data is itself a fundamental right. Thus, data privacy
should be considered on a par with other important human rights, such as
freedom of expression” (Bygrave, 2014).

The competitiveness of the two rights is tried to be mitigated by legal
experts who point out that the information is not destroyed, but remains on the
websites of third parties and can be accessed directly from there (Tirosh, 2017).
In this regard, researchers also note such forms of implementation of the right to
be forgotten, such as the payment of compensation, along with the removal and
deidentification of personal information (Bunn, 2015).

In general, the European Court has unquestionably prioritized the right to
be forgotten over economic interests, in particular, search engine operators and
other data controllers. As for freedom of speech, the court recognized that
requests for de-identification may be outweighed by the dominant interest of the
general public in the relevant information (Bygrave, 2014).

The most important substantive problem is the question of what
information can be "forgotten" and what information cannot be "forgotten"? The
regulation on the protection of natural persons in connection with the processing
of personal data and the free movement of such data (https://ogdpr.eu/en/gdpr-
2016-679) established an exception for the processing of personal data for the
purposes of journalism, scientific, artistic or literary activities. Note that the
activity of the search engine operator does not apply to these exceptions. In this
regard, there may be a special case of a situation where the data subject initiates
erasure from the search results of information published on legal grounds for the
purposes of journalism or scientific, artistic or literary activities.

Directive 95/46 (https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=
CELEX:31995L0046), valid at the time of the Court’s decision, through the
member states guaranteed the data subject’s rights to clarification, erasure or
blocking by the data controller due to their incomplete or inaccurate nature. The
court specified that the basis for correction, erasure or blocking may be non-
compliance with other conditions of legality (https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A62012CJ0131) — except for incompleteness
or inaccuracy. The general rules for the legality of personal data processing were
established in Chapter Il of the Directive and contained the principles of data
quality (in particular, reliability and relevance) and criteria for the legality of
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their processing (for example, the consent of the data subject to processing). In
the context of these conditions, the Court used the terms "correct and lawful”
and emphasized that the controller must take all reasonable steps to ensure the
exclusion or correction of data that does not meet the relevant requirements
(https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62012CJ0131).

Currently, the current Regulation in Article 5 established a system of
principles for personal data processing (legality, legality and transparency; target
limitation; data minimization; accuracy; limitation of storage periods; integrity
and confidentiality; accountability of the data controller). Article 6 of the
Regulation defines the criteria for the legality of personal information processing.

Considering the key role of information in the modern world, as well as
the important role of freedom of information in the dominant Western
civilization, the right to be forgotten requires a philosophical understanding. The
problem of this right goes to the problem of memory and identity in the field of
social and existential philosophy. In the context of the Internet society, according
to J.W. Dowdell, creates a new reality in which, unlike the previous one,
memorization is the norm, and forgetting is the exception (Dowdell, 2016).

This tendency seems to be positively evaluated in the context of the discourse
"Culture is memory" (Ausloos, 2012), at the scale of society, however, this is
opposed by the idea of rehabilitation: eternal and inexorable memory will hinder the
changes of a specific person (Bunn, 2015), and will complicate the management of
the process representations of one’s personality externally. It is no coincidence that
the idea of the right to be forgotten is precisely what the national expert
Yu. Razmetayeva sees: "everyone has the opportunity at any moment to represent
their personal identity in a relevant way" (Razmietaieva, 2017).

Accordingly, the information of a natural person about himself is classified
by domestic researchers as a personal non-property good (Kokhanovska, 2019), for
example, like the acquired education (Valieiev, 2014) and according to the
conclusions of foreign authors, the right to be forgotten belongs to the natural person
who is the right holder of personal information on a time scale - moreover, the longer
the origin of information reaches the past, the more likely it is that personal interests
prevail over the interests of society (Weber, 2011). That is, a certain trend can be
observed: the long-term memory of a person is necessary for her, but society can
limit itself to only the most relevant information.

From this position, many researchers criticize the proposed name of the
right, in particular, speaking of the right to dispose of one’s memory (Tirosh,
2017), the right of deindexation. It seems to us that experts are right who say that
the more correct name is "the right to be de-indexed or, more precisely, the
qualified right not to appear in publicly available search results" (Bygrave, 2014).

Conclusions. So, according to our assessment, modern civilization
unintentionally and implicitly, thanks to the development of information technologies,
changed the balance of privacy and freedom of speech in favor of the latter. The
institutionalization of the "right to be forgotten™ appears as a purposeful and explicit
attempt to correct this imbalance. In order to balance the balance, European lawyers
supplemented the concept of personal data protection with the right to be forgotten,
recognized search engine operators as controllers of personal data, recognized
territorial limits of protection and exclusions regarding objects of protection.

In the context of further research, the aspect of training students of legal
specialties, who in the future will have to adapt and implement similar constructions
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in Ukraine, as well as help implement this right, becomes relevant. Similar services
are widely provided by lawyers in the European Union. Moreover, such sensitive
segments of the population as teenagers and young people are interested in the
implementation of the right both in the context of maintaining business reputation
and in the context of protection against cyberbullying.
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Pycaan BAJIEEB, Pikapno danieqs @YPOPAPO

ITPOBJIEMHI ACIIEKTH THCTATYIIOHAJIIBALIII
TA PEAJIIBALII ITPABA BYTHU 3ABYTUM

Awnortanis. [IpaBo Oyt 3a0yTHM IHCTHTYITIOHANII3YBAIOCS B MIPABOBOMY IPOCTOPi €BpoIH
Ta TIPOHOBXKYE BUKIIMKATH IFICKYCii SK BHACIITOK BHCOKOI'O PIBHA KOHKYPEHIIi IThOTO IIpaBa 3
IHIMMY TIpaBaM¥ Ta 3aKOHHAMH iHTEPECAMH PI3HHX OcCi0, TaK 1 BHACTIZOK «TPaHCATIAHTAIHOTO
PO3KOITY» MO0 MiCIIA IbOTO TipaBa B cucteMi mpasa €C ta cucremi npasa CILIA.
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VY craTTi pO3IISIHYTO BaXKJIMBI acleKTH IHCTUTYMIOHaNi3amlil Ta peamizamii nmpasa OyTH
3a0yTnM, 30KpeMa: MOIIYK BHTOKIB HOro «KOH(IIKTHOCTI»; OOTpYHTYBaHHS caMme OIepaTopiB
TIOITYKOBUX CHCTEM (a HE BJIACHUKIB CaiTiB) KOHTPOJIEPAMH JJAHUX, JI0 SIKMX MAlOTh 3BEPTaTUCS
3asBHUKM; BH3HAYCHHS NPOLEIYyPH OCKapXKeHHS Ta Jiii KOHTpoJepa; BperyIIOBaHHS
TEPUTOPIANBEHOI IOPUCAMKINI MOAIOHNX CYIIEPEeYOK; BU3HAYCHHS IIJICTaB JUIS KOPWUTYBaHHS,
CTHpaHHs YM OJIOKYBaHHS iHpopMarlii Tomo.

3a BUCHOBKOM aBTOPIB, Cy4acHa IUBLTI3AIliI HEIIECIPSIMOBAHO Ta IMILTIITUTHO, 3aBISKH
PO3BUTKY iHGOPMAIIHHUX TEXHOJOTIH, 3MiHMWIA OaJaHC TPHBATHOCTI Ta CBOOOAM CJIOBa Ha
KOpPHCTh OCTaHHBOI. |HCTUTYyILIOHANI3aMLisl «IpaBa Ha 3a0yTTsS» MOCTA€E LIIECIPSIMOBAHOIO Ta
eKCILTIIUTHOIO CIIPOOOI0 BUIIPABUTH 1iel nucOananc. /i BUpiBHIOBaHHS OaJlaHCy €BPOIIEHCHKI
MIPaBHUKH JIOTIOBHIIIM KOHIETIIIIIO 3aXUCTy NEPCOHANBHIX JIaHUX TIPaBOM Ha 3a0YTTsI, BU3HAIH
OIepaTopiB IMOIIYKOBUX CHCTEM KOHTPOJIEpaMH IEPCOHAIbHUX JaHWX, BUSHAIHM TEPUTOPiaJIbHI
MEXI 3aXUCTY Ta BUKIIOYEHHS II0JI0 00’ €KTIB 3aXHCTY.

VY KOHTEKCTI IMOJAJBIIUX JOCII/KEHb aKTyaJIbHOCTI Ha0yBa€ acHeKT IMiArOTOBKH
CTY/ICHTIB IOPUIUYHHX CIICIiaJbHOCTEH, SKUM y MalOyTHbOMY IOBENETHCS aJanTyBaTH Ta
BITPOBAPKYBaTH aHAJOTI4HI KOHCTPYKIII B YKpaiHi, a TakoX JOloMaraTH peaji3oByBaTH e
MpaBo. AHAJIOTIYHI MOCIYTH IUPOKO HANAIOTh FOpHCcTH B €Bporeiickkomy Cotozi. [Ipudomy y
peadizauii nmpasa 3aIrikaBlieHi SK Y KOHTEKCTI MATPUMKH IIJIOBOI peryTanii, Tak i B KOHTEKCTI
3axXHCTY BiJl KiOepOyJiHTy TakKi 4yTIHBI BEPCTBH HACENCHHS, SIK MTITKYA Ta MOJIOJb.

Kniouogi cnosa: onepamop nowykogux cucmem, KOHMPOAEP NEPCOHANLHUX OAHUX,
00pOOKaA NEPCOHANLHUX OAHUX, MPAHCAMIAHMUYHUL PO3KON, IMIAIYUMHUL MA eKCHIAIYUmHUL
6NIUB HA NPABO.
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PROFESSIONAL BURNOUT IN PEDAGOGY OF SPECIALISTS
WORKING IN HIGHER EDUCATION SPHERE

Abstract. The article considers the study of the peculiarities of the management strategies
for the higher education institutions to preserve and enhance the productivity of scientific and
pedagogical personnel, to eliminate their professional burnout; impact of chosen strategy on the
results of the staff; reasons why professional burnout may occur. The main factors causing the
professional burnout are analyzed along with the ways of how to avoid and eliminate them.

Also such phenomenon as stress is viewed here as both a natural factor that triggers
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