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Abstract. The field of personal data protection is becoming increasingly important, as the processing of information
that can identify an individual has become common. Such processing is highly automated, raising a question
about the effectiveness of personal data protection in the age of artificial intelligence. The answer to this concern
depends, in part, on understanding the fundamental reasons behind the special status of personal data. This article
aimed to examine current legal frameworks for the relations regarding personal data protection in Ukraine. It
focused on the idea of informational self-determination and explored why and how individuals can control the
collection and processing of their personal information. To achieve this goal, the following research methods
were used: analysis and synthesis, structural and logical generalisation, and formal legal method. The results of
the study revealed that the concept of informational self-determination is related to the right of every person to
independently decide whether their personal information can be processed. The study analysed the interrelation
between informational self-determination and privacy, while the former serving one of the theoretical models for
understanding the nature of rights regarding personal data and justifying the requirement of non-interference in
personal and family life. It was found that although the idea of informational self-determination originated in 1983,
it still remains an important theoretical basis for studying data protection issues. The study substantiated the need
to improve Ukraine’s legislation on personal data protection, as it has become more difficult for individuals to
maintain control over personal data. The findings are significant for both law-making and law application within
the field of personal data protection, as well as for advancing scientific research

Keywords: privacy; non-interference in private life; German Federal Constitutional Court; Law of Ukraine “On
Personal Data Protection”; artificial intelligence; personal data processing

Introduction

Discussing issues related to safeguarding individual
privacy and family life have become more relevant than
ever, when the collection and processing of information
that allows an individual to be identified has become
widespread. In the era of artificial intelligence, this sit-
uation raises serious concerns about the effectiveness
of protecting personal data. To address legal issues con-
cerning personal data - specifically the conditions un-
der which private companies and public authorities can
process it - it is important to understand why personal
data is considered a distinct object of legal protection.
One of the most authoritative concepts justifying the

protection of personal rights, particularly in continen-
tal Europe, is informational self-determination, which
this article focuses on. This idea was introduced by a
landmark decision of the German Federal Constitution-
al Court and subsequently developed in legal doctrine.

Even more than 25 years after the decision, infor-
mational self-determination remains a topic of interest
for scholars. A. Vivarelli (2020) characterised the cur-
rent situation as a “crisis of information self-determi-
nation”. It was explained that this crisis had emerged
due to new risks for the protection of personal data,
which, in turn, affected legislative rules, primarily
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General Data Protection Regulation (GDPR). The article
examined the issue of consent for data processing - as
people increasingly expect to receive detailed informa-
tion about how their data will be used, the challenge
of obtaining truly free and informed consent becomes
more difficult. The author also investigated such phe-
nomena as the privacy paradox, datafication, profiling
and big data analytics. F. Thouvenin (2021) explored
whether the idea of informational self-determination
could be considered as a basis for justifying the protec-
tion of personal data. The article stated that the distinc-
tion between data controllers - public authorities and
private companies - has significant implications for the
legal framework governing the processing of personal
data. If governments cannot compel individuals to pro-
vide personal information and public authorities are
unable to process it without individuals’ consent, then
a different justification should be developed for private
companies that would substantiate an individual’s en-
titlement to control the activities of others. M. Ghar-
ib (2022) explained that consent for the processing of
personal data had largely become automatic, as individ-
uals often gave consent without realising the implica-
tions. At the same time, the author proposed the idea
of informed consent, which stemmed from the concept
of informational self-determination. L. Vardanyan et
al. (2024) assigned a decisive role to informational
self-determination in ensuring digital identity. The right
to informational self-determination was considered as
a mechanism that not only facilitated personal data
management but also reflected an individual’s identity
in a digital context. N. Flayyih et al. (2025) highlighted
the emergence of the right to informational self-deter-
mination as a right that enables individuals to control
the collection, use, and dissemination of their personal
data. The article argued that this right was not merely
an extended interpretation of the right to privacy, but
rather a way to express individual sovereignty in the
digital space. In Ukrainian legal scholarship, the con-
cept of informational self-determination has not been
thoroughly researched yet, though scholars occasion-
ally refer to it (Manzhosova, 2022; Radanovych, 2023;
Manko & Tskhovrebov, 2025). This could indicate that
the meaning of this concept is self-evident. Howev-
er, such apparent simplicity becomes less evident in
deeper consideration. There are even mentions of this
concept in discussions about the right to be forgotten
(Bielova et al., 2024; Firman, 2025).

The aim of this article was to examine current legal
frameworks for the relations regarding personal data pro-
tection in Ukraine, focusing on why and how individuals
could control the collection and processing of their per-
sonal information. The primary objective of this study was
to explore the idea of informational self-determination as
elaborated by the previously mentioned decision by the
Federal Constitutional Court of Germany (Bundesver-
fassungsgericht Decision.., 1983). Next, informational

self-determination was discussed in its further theoretical
developments, searching for the explanation why person-
al data deserved legal protection as a subject of unique
legal status. Various understandings of informational
self-determination concept were identified as stemming
from the idea articulated in the 1983 decision. The subse-
quent phase was dedicated to the legal research of Ukrain-
ian legislation concerning data protection.

Materials and Methods

The main research methods were analysis and synthe-
sis - to examine the provisions of the 1983 decision by
the German Federal Constitutional Court, structural
and logical generalisation - to assess the scope of the
implementation of the idea of informational self-de-
termination after it was originally suggested, formal
legal method - to determine the legal frameworks for
personal data protection in Ukraine, comparative law
method - to evaluate the institution of personal data
protection with respect to other legal concepts. The
general methodology of legal research was used to
demonstrate how the concept of informational self-de-
termination is reflected in Ukrainian law, focusing on
the legal frameworks for the protection of personal
data. This methodology involved both a doctrinal study
to select the primary legal sources based on published
research (Obukhovska, 2014; Bem & Horodyskyi, 2021;
Lehka, 2021; Yavor et al., 2023) and a normative ap-
proach to identify and analyse the most relevant provi-
sions of these sources.

In constructing graphic material, the criterion of
legal authority was utilised explaining how various
normative legal acts as sources of law relate to each
other in their impact on social relations. The hierar-
chy of normative legal acts is typical of Ukrainian le-
gal scholarship, holding that the lower a source is in
the hierarchy, the more subordinate it is to other legal
acts (Kosovych, 2011). The research materials include
Article 32 of the Constitution of Ukraine (1996) as the
supreme law, which defines the fundamental principle
of respect for privacy , the Preamble and Article 1 of
the Council of Europe’s Convention for the Protection
of Individuals with Regard to Automatic Processing of
Personal Data (2018), which is part of national legisla-
tion and occupies a very high place in the national hi-
erarchy, and the Law of Ukraine No. 2297-VI (2010) as
special for the field of personal data protection, in par-
ticular Article 2 - understanding the concept of person-
al data, Article 4 - distinguishing between data owners
and managers, Article 6 - defining the principles of
data processing, Article 8 - ensuring the fundamental
rights of data subjects. These principles and rights are
the primary mechanisms for monitoring compliance
with the fundamental principle of respect for privacy.
Among other important legal provisions are Article 21
of the Law of Ukraine No. 2657-XII (1992) and Arti-
cle 10 of the Law of Ukraine No. 2939-VI (2011). The
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materials of the study also contain the Order of the
Verkhovna Rada of Ukraine’s Commissioner for Hu-
man Rights No. 1/02-14 (2018), which, as the exam-
ple of subsidiary legislation, also affects the relations
in the field of personal data protection. The study em-
ployed the positivist approach to understanding law
that prevails in the Ukrainian legal system. It views law
as written rules, the binding nature of which is agreed
upon by public authorities.

Results
Why could the German census
of population impede exercising control
over personal data
The idea of informational self-determination originates
from the 1983 decision (Bundesverfassungsgericht De-
cision...,, 1983) by the German Federal Constitutional
Court on the legality of the amended Population Census
Act (Volkszahlungsurteil). The public expressed con-
cerns that the data collected during the census could
be used for unknown purposes, in particular for sur-
veillance. As a result, many believed it would be bet-
ter to refuse participation in the census and boycott it
altogether, thereby preventing any unjust interference
in their private life. The Court evaluated the legality of
this law and, in its assessment, concluded that it was
entirely reasonable for individuals to have a legally
supported ability to control when and how information
about one’s private life should be disclosed to others
(Hornung & Schnabel, 2008; Rouvroy & Poullet, 2009).

It is important to highlight a key aspect of the
Court’s decision. The decision referred to the articles
of the German Constitution (Bundesverfassungsgericht
Decision..., 1983) that addressed the inviolability of hu-
man dignity (Article 1) and the right to freely develop
one’s personality (Article 2). Consequently, the foun-
dation of the idea of informational self-determination
was recognised as derivative from a general personal
right. The notion of a general personal right concerns
the existence of a separate, personality non-property
right. It became known to German legal science primar-
ily through the works of Gareis, Gierke, and Kohler. This
right was founded on the recognition of both the phys-
ical and spiritual-moral dimensions of a person’s integ-
rity, with each aspect deserving legal protection. Ac-
cordingly, this general personal right manifests itself in
specific rights such as physical integrity, freedom, and
dignity (Eberle, 1997; Neethling, 2005; Resta, 2014).
Paragraph 144 indicates that it is this general personal
right that empowers a person to decide independent-
ly whether to disclose certain aspects of their personal
life and to what extent. Therefore, the well-accepted in-
terconnection between the protection of personal data
and the right to non-interference in personal life (invio-
lability) was highlighted.

A significant prerequisite for introducing the idea
of informational self-determination was a shift in the
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traditions surrounding personal data processing, as not-
ed by the Court in para. 145. This shift occurred because
computerised processing was increasingly replacing or
supplementing manual processing. Therefore, personal
information could be stored indefinitely and accessed
instantly. The era of artificial intelligence has already
impacted data processing even more due to a decrease
of transparency, the potential for unexpected and un-
predictable results, and the possibility of automated
information gathering from social networks. Therefore,
in 1983 individuals increasingly lack sufficient control
over data accuracy and its usage, and of the 2020s - this
lack has aggravated. In para. 146, the Court used anoth-
er term, “individual self-determination”, and described
it as the freedom for individuals to decide whether to
take certain actions or refrain from doing so, and then
to act in accordance with those decisions. Thus, it was
quite reasonable to assert that the likelihood of an in-
dividual’s personal data being processed determined
the extent to which they could express themselves and
participate in social activities. This, in turn, affected the
development of a free and democratic society, where
individuals did not fear that “non-conformist behav-
iour” would lead to negative consequences because of
their identification based on personal data (para. 146).

At the same time, the Court did not acknowledge
absolute and unlimited control over personal data, men-
tioning overriding public interests. This highlighted
the necessity of balancing public and private interests
(para. 148). The decision emphasised the importance of
definingthe boundaries of permissible interference when
the state required individuals to provide personal data:
which types of information could be collected and used
(that is related to the concept of personal data); for what
purposes the data might have been used (grounds and
methods of processing); how the available technical ca-
pabilities for utilising personal data were impacting per-
sonal data as a subject of unique legal status (para. 150).
The decision demonstrated that various legal regimes
might be implemented to protect personal data, in par-
ticular for personal information that had not been an-
onymised, as well as for statistical processing (para. 151).
The Court also suggested there was a need to improve
the institutional framework by establishing an independ-
ent public authority (data protection officer) to oversee
compliance with the right to informational self-deter-
mination and put into effect preventive legal protection
measures (para. 155). Additionally, the significance of
ensuring data security and avoiding unauthorised exter-
nal access was outlined (para. 161) (Bundesverfassungs-
gericht Decision..., 1983). Over time, this problem has
also become increasingly threatening, as more and more
valuable personal data is converted to electronic form
and stored in appropriate digital repositories. Despite
the formal prohibition in criminal codes, de facto cyber-
crime remains a serious risk to the information securi-
ty of individuals, private companies, and governments.
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Informational self-determination in the XXI century:
Idea, conception, right or principle

Based on the analysis of existing research, two crucial
roles of informational self-determination should be ob-
served - positive and negative. The concept of informa-
tional self-determination is used to positively describe
other ideas (Fischer-Hiibner et al., 2011; Thouven-
in, 2021), justifying what exists or should exist as part
of the law (primarily, the protection of personal data).
Informational self-determination is also considered a
distinct concept, separate from other legal concepts. It
is exploited to negatively explain what specifics other
concepts, such as property rights, do not encompass.
The coverage of the idea in scientific literature, as well
as its interpretation, is quite broad and ambiguous. It is
unlikely that all scholars using the term “informational
self-determination” share the same understanding that
was established in the Court’s decision. This allowed
to conclude that the idea itself had evolved further and
was connected to the term “informational self-determi-
nation” as used in research, the meaning of which was
somehow related to control over personal data. How-
ever, there are strong doubts about whether a widely
accepted conception of informational self-determina-
tion has been established (comparing to the idea or the
concept - of individual's control over personal data,
the conception is a more structured, precise, well-de-
veloped notion that encompasses a system of related
ideas and concepts).

Explanations of informational self-determination
include those that relate to its understanding as the
concept: an individual’s capability to identify without
coercion which information about them is available
and accessible (Buitelaar, 2017); both a right and an
opportunity of an individual to determine which in-
formation about them is disclosed to others and for
what purposes it may be used (Thouvenin, 2021); ex-
planations related to the right: individuals’ authority
of controlling and managing their personal data in the
context of digital processing that result from a contrac-
tual or legal relationship (Flayihh et al., 2025); individ-
ual’s right to control information from their privacy
deciding what facts about them surroundings will get
known, who owns them and how they can be used (Er-
dosova, 2019). One more understanding involves con-
sidering informational self-determination as the prin-
ciple (Fischer-Hiibner et al., 2011; Magrani & Rodrigo
de Miranda, 2024). A. Galetta et al. (2017) suggested
that this principle referred to the idea that the freedom
of individuals was jeopardised when they were una-
ware of what was known about them and which data
was being processed.

The idea of informational self-determination, as
articulated by the German Federal Constitutional Court
(Bundesverfassungsgericht Decision..., 1983), was stat-
ed as arising from personal rights - inherently non-eco-
nomic and inseparable from an individual. These rights

were not treated as commodities that private compa-
nies might want to buy or sell; they were not consid-
ered objects of commerce. Personal information in the
context of this decision should be discussed in relation
to the right to free development and respect for dignity.
The Constitution of Ukraine (1996) highlights the right
to free development of one’s personality in Article 23
and respect for one’s dignity in Article 28. Additionally,
the concept being studied is similar to the idea of priva-
cy, which was primarily understood in American legal
scholarship. “Privacy” means that any use of personal
information should occur in an appropriate manner,
with an individual playing a central role in the process.
An authoritative explanation was provided as follows:
“Privacy is the claim of individuals, groups or institu-
tions to determine for themselves when, how, and to
what extent information about them is communicated
to others” (Westin, 1967). In the Ukrainian legal system,
the closest equivalent to the right to privacy is the right
to non-interference in private life - the latter is also
sometimes called “right to privacy” (Pankevych, 2017).
Article 32 outlines the inviolability of personal and
family life (Constitution of Ukraine, 1996).

Along with the studies of the concept itself or those
that use the idea of informational self-determination
to explain other issues, some scholars confidently em-
ployed the term “right to informational self-determi-
nation”. For example, S. Faraoni (2023) distinguished
two components in the right to informational self-de-
termination: the right of an individual to receive infor-
mation about intrusions into their privacy and the right
to decide when and how personal information (includ-
ing their thoughts) can be shared. The author also con-
firmed its recognition at the official level by examples of
the Council of Europe’s documents. P. Schwartz (1989),
when discussing the right to informational self-deter-
mination within the German legal system, referred to
the protection of individuals from the unrestricted col-
lection, storage, use, and transfer of their personal data,
which was essential for safeguarding personal auton-
omy and ensuring the ability to self-govern. In no case
does this right grant complete control or ownership
rights over personal information. For comparison, in
one of the latest studies, a group of authors (Flayyih et
al., 2025) described the right to informational self-de-
termination as a fundamental human right to the pro-
tection of personal data and, explaining its content,
analysed the key rights of data subjects. A. Rouvroy &
Y. Poullet (2009) characterised the right to informa-
tional self-determination as a foundational principle
that justified data protection regimes.

What are the current legal frameworks
for personal data protection in Ukraine
Based on the positivist approach to law, the legal sys-
tem of Ukraine acknowledges only those rights which
are grounded in provisions of national legislation
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including international treaties. The primary legal acts
of national legislation that govern personal data pro-
tection following the principle of the hierarchy of legal
authority are shown in Figure 1. In addition to person-
al data, Ukrainian law also recognises the concept of
confidential information as a subject of unique legal
status, which was explained in the Law of Ukraine
No. 2657-XII (1992) and encompassed different types
of data. In the official interpretation, the Constitution-
al Court of Ukraine stated that information regard-
ing an individual’s personal and family life should
be considered confidential. This includes any infor-
mation and/or data about non-property and prop-
erty relations, circumstances, events, relationships,
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and other relevant details related to a person and their
family members. The only exceptions are for informa-
tion required by law that pertains to individuals hold-
ing positions associated with the performance of state
or local government functions or other official duties.
The collection, storage, use and dissemination of a
person’s confidential information without their con-
sent by state or local government bodies, legal entities,
or individuals constitutes an interference in their per-
sonal and family life. Such interference is allowed only
in cases specified by law and solely in the interests
of national security, economic well-being and human
rights (Decision of the Constitutional Court of Ukraine
No. 1-9/2012, 2012).

The Constitution of Ukraine

(Article 32). No one may be subjected to any interference in their personal and family life, except in
cases outlined by the Constitution. The collection, storage, use, and dissemination of confidential
information about an individual without their consent is prohibited, excluding situations specified
by law, and only for purposes of national security, economic well-being, or human rights.

A 4

Convention for the Protection of Individuals with Regard
to Automatic Processing of Personal Data (1981, amended in 2018)

The need for personal autonomy based on a person’s right to control of his or her personal data and
the processing of such data. (Article 1). Aims to protect every individual, whatever his or her
nationality or residence, with regard to the processing of their personal data, thereby contributing to
respect for his or her human rights and fundamental freedoms (right to privacy).

W

Laws of Ukraine: 2010 "On Personal Data Protection” (as landmark law),
1992 "On Information”, and 2011 "On Access to Public Information"

Article 21 (Law of Ukraine No. 2657-XI1, 1992): How confidential information may be shared at the
request (consent) of the person concerned, following specified conditions, as well as in cases
established by law. Article 10 (Law of Ukraine No. 2939-VI, 2011): How public information containing
personal data may become available to the public and provided upon request as open data.

Subsidiary legislation: 2014 Suborconstidinate Order of the Commissioner
for Human Rights "On Approval of Documents in the Field of Personal Data Protection”

Typical procedure for processing personal data: obligations of data owners and managers regarding
organisational aspects. Procedure for monitoring compliance with the legislation on data protection
through inspections of data owners and managers. Procedure for notifying about the processing
with special risk, the structural unit (responsible person), and disclosure of information.

Figure 1. Primary legal acts for personal data protection in Ukraine
Source: created by the author based on Law of Ukraine No. 2657-XII (1992), The Constitution of Ukraine (1996), Law of Ukraine
No. 2297-VI (2010), Law of Ukraine No. 2939-VI (2011), Order of the Verkhovna Rada of Ukraine’s Commissioner for Human
Rights No. 1/02-14 (2018), Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data

(108+) (2018)

The features of personal data protection in Ukraine,
which align with the concept of informational self-de-
termination, can be summarised under the framework
of the Law of Ukraine No. 2297-VI (2010). The protec-
tion of personal data is grounded in the right to non-in-
terference in one’s personal life and is approximated

to confidential information safeguarding. The rules es-
tablished by this law apply to both public authorities
and private companies. In this context, the terms “data
owners” and “data managers” refer to those responsi-
ble for fulfilling its provisions. The notion of personal
data processing covers a wide range of activities, from
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collection to destruction. General requirements include
important principles such as openness and transparen-
cy in processing, accuracy and reliability of data, pro-
portionality in the purpose of processing, and a prohi-
bition on processing confidential information unless in
exceptional circumstances.

Furthermore, as another primary mechanism for
monitoring compliance with the fundamental princi-
ple of respect for privacy, the Law of Ukraine No. 2297-
VI (2010) determined the fundamental rights of data
subjects. Individuals have the right to know the sourc-
es and purposes of their personal data collection and
processing, as well as information about data owners
and data managers, receive information about access
conditions and third-party transfers, and access their
personal data. They should obtain a response regarding
the processing of their data within thirty days, including
its content, and can submit objections to the processing
or request changes or destruction of their data if pro-
cessed unlawfully or inaccurately. They are entitled
to protection against unlawful processing and loss of
their personal data, file complaints with the Verkhovna
Rada of Ukraine’s Commissioner for Human Rights or
court regarding its processing, seek legal remedies for
violations of data protection laws, make reservations
concerning the restriction of their consent to data pro-
cessing, be aware of mechanisms related to automatic
processing of personal data, and reject the automated
decision-making legally impacting them.

There is no independent body specifically respon-
sible for supervising the protection of personal data in
Ukraine. This role has been delegated to the Verkhov-
na Rada of Ukraine’s Commissioner for Human Rights.
Until 2014, Ukraine had a dedicated agency, the State
Service of Ukraine for Personal Data Protection, to han-
dle these matters (Bem & Horodyskyi, 2021). The pro-
cessing of “sensitive” personal data is prohibited unless
in exceptional circumstances. Ukrainian legislation
improvements have been ongoing since 2012 and still
continue. Discussions are underway regarding a new
version of the law on personal data protection that will
both correspond better to the General Data Protection
Regulation (Holovatskiy, 2024) and take into account
amendments to Convention 10 of the Council of Europe.
primary mechanisms for monitoring compliance with
the fundamental principle of respect for privacy.

By analysing the current legal frameworks for per-
sonal data protection in Ukraine in light of the concept
of informational self-determination, several important
considerations can be presented. The connection be-
tween the institution of personal data protection and
the right to non-interference in one’s personal life in
the Ukrainian legal system differs from the original
idea of protecting the so-called general rights of the
individual, embodied in the rights to respect for dig-
nity and free development. However, this approach is
consistent with the legal traditions of the Council of

Europe and the European Union, and also resonates
with the idea of privacy that was primarily understood
in American legal scholarship. Moreover, the examina-
tion of the 1983 Court’s decision may lead to a state-
ment that the protection of personal data is related to
other rights guaranteed by the Constitution of Ukraine,
including the right to information, freedom of demon-
stration and assembly, etc.

In Ukrainian law, control over an individual’s per-
sonal data is based on the principle that the data sub-
ject can influence how both public authorities and pri-
vate companies access and process their information.
This is primarily exercised through the rights of data
subjects, while an individual’'s consent remains the
predominant form of control over personal data. How-
ever, this control is not absolute. In addition to other
grounds for processing as stated in Article 11, Article
14 specifies that the dissemination of personal data
without the consent of the data subject or their author-
ised representative is permitted only in cases defined
by law. Such cases may pertain to national security,
economic welfare, human rights, or the conduct of the
All-Ukrainian Population Census as necessary (Law of
Ukraine No. 2297-VI, 2010). Ukrainian law has not yet
established an independent supervisory authority to
monitor compliance with personal data protection leg-
islation. Meanwhile, the Verkhovna Rada of Ukraine’s
Commissioner for Human Rights is actively engaged
in this field (Order of the Verkhovna Rada of Ukraine’s
Commissioner for Human Rights No. 1/02-14,2018). In
the past, the Commissioner appointed a separate repre-
sentative for personal data protection (Ozel, 2020). At
the present, however, among his representatives, there
is one who specifically addresses information rights
(Ombudsman of Ukraine, 2025).

The conditions of the ongoing war have made the
protection of personal data in Ukraine more complex.
Alongside this, Ukraine faces challenges, which are not
only relevant to Ukraine but also to many other coun-
tries. Among these challenges, subjective and objective
issues can be distinguished. Subjective issues include
a lack of public awareness regarding personal data
and the fundamental principles of its legal protection.
People often provide unaware and rather automatic
consent for the processing of their personal informa-
tion, and there is a careless exchange of various types
of information on the Internet. Objective issues involve
the opacity of data processing methods, the unscrupu-
lous use of personal information by private companies,
and unauthorised interference in information systems,
which can lead to data leaks. Unfortunately, during
the years of war, the personal data of Ukrainians has
frequently been exposed to unauthorised access and
theft (Poirier, 2024). The German Court’s decision also
pointed out that technological developments and com-
puterisation strongly affected data processing. This
statement is now seen as highly relevant in Ukraine’s
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legal system, 40 years later. As Ukraine is recognised for
its innovations in e-government including Diia (abbre-
viation from “State and me” in Ukrainian) and several
other digital services that access personal data (Tym-
chenko, 2022), to prevent in the XXI century eventual
personal data violations about which the 1983 decision
warned, measures aimed at data security of Ukrainians
should be strengthen.

Discussion

This study examined the application of the concept of
informational self-determination to justify individual
rights regarding personal data within the Ukrainian le-
gal system. This is the first study of its kind in Ukrainian
academia and contributes to the idea of informational
self-determination, proposed by the German Federal
Constitutional Court when examining the legality of
conducting a census and developed at the doctrinal lev-
el. The article defined informational self-determination
as an individual’s control over the collection, storage,
and use of personal information. It raised the issue of
balancing the scope of such control with the need for
processing data by public authorities in public inter-
ests. An analysis of the 1983 decision demonstrated
that the legal institution of personal data protection
had much deeper roots than in the principle of respect
for private and family life. In addition to the connection
of informational self-determination with the ideas of
privacy and self-development, as well as fundamental
democratic values of human dignity, as elaborated by
A. Rouvroy & Y. Poullet (2009), findings discovered in
the current study also highlighted that the former orig-
inally derived from the general personal right known in
German legal science.

When asked what information self-determina-
tion is - an idea, a concept, a right, or a principle - the
answer should be summarised from the state of re-
search, which traces its origins to the suggestion for
individuals’ expected control over their personal data.
It became a widely used concept in foreign research,
without becoming a single conception due to different
interpretations and applications. The results section
outlines various approaches to understanding infor-
mational self-determination, emphasising the existing
diversity. Among the examples of applications, the fol-
lowing works can be mentioned. J.C. Buitelaar (2017)
applied the concept of informational self-determina-
tion to personal data of deceased individuals, address-
ing the issue of post-mortem privacy. On the one hand,
a deceased person cannot exercise control over their
personal information or assert human autonomy. On
the other hand, in an age when modern technology
allows individuals’ digital presence to persist, this de-
bate must shift from an ethical-moral framework to a
legal one, similar to discussions of personal rights. In
a separate article, this author also examined the pro-
tection of children’s personal data through the lens of
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informational self-determination (Buitelaar, 2018). In
this concept, C. Kodde (2016) found the rationale of a
right to be forgotten, which allows individuals to re-
quest the deletion of certain personal data. Analysing
the legal frameworks in Germany, the author applied
both informational self-determination considered as a
right and the freedom of expression to explain in legal
terms why individuals could control the accessibility of
personal information via the Internet. Although this au-
thor and other authors (Schwartz, 1989; Faraoni, 2023;
Flayyih et al, 2025) even perceived informational
self-determination as a separate right, according to the
positivist approach, rights are primarily enforced at the
level of national legislation. Therefore, informational
self-determination is more of a doctrinal asset than a
legislative rule - it is premature to call it a right in some
legal systems (e.g., Ukrainian one). A more acceptable
position is to classify it as a principle (Fischer-Hiib-
ner et al., 2011; Stamatellos, 2011), which in its mean-
ing reflects the existence of an individual’s information-
al autonomy. Ultimately, it might be also described as
both a right and a principle (Voigtmann et al.,, 2010).

The concept of informational self-determination
can be a useful tool for studying law application prac-
tice of Ukrainian courts, especially those at the high-
est levels of the national judicial system. This con-
cept can be the basis for examining among others the
decision of the Supreme Court of Ukraine Decision
No. 806/3265/17 (2018). G. Hornung & C. Schna-
bel (2008; 2009) demonstrated how informational
self-determination might serve as a framework for ex-
amining more recent decisions from the German Fed-
eral Constitutional Court that were directly relevant to
maintaining control of personal data - specifically, on-
line searches for computers (surveillance), automatic
number plate recognition, and the matter of data reten-
tion. The legal frameworks for personal data protection
in Ukraine, as presented earlier regarding judicial force,
reflect the implementation of the concept of informa-
tional self-determination in national legislation. These
frameworks share common features with those in oth-
er European countries due to the adoption of interna-
tional standards, particularly those established by the
1981 Council of Europe’s Convention (Convention for
the Protection of Individuals with Regard to Automatic
Processing of Personal Data, 2018). Furthermore, the
organisation of legal sources into a hierarchy - com-
prising the Constitution of Ukraine, which outlines fun-
damental rights, specific laws related to the field, and
acts of subsidiary legislation-indicates that the process-
es concerning the collection, storage, and use of person-
al data are governed by relevant obligations assigned to
database owners and managers due to the fulfillment of
the principle of respect for individual’s privacy.

In addition to the legal acts mentioned earlier,
personal data protection is also supported by several
criminal law provisions that criminalise identity theft
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and other offenses related to personal data. There are
three relevant articles in the Criminal Code of Ukraine
No. 2341-II1 (2001) - Article 163, which addresses
violations of the secrecy of writing, telephone conver-
sations, telegraph communications, and other corre-
spondence transmitted through communication means
or computer systems, Article 182, which pertains to the
violation of private life, and Article 361, which concerns
unauthorised interference in the operation of comput-
ers, automated systems, computer networks, or tele-
communications networks, particularly in cases where
personal data breaches result from hacking. The Code
of Ukraine “On Administrative Offenses” (1984) im-
poses administrative penalties for illegal processing of
personal data (Article 188-39). The amount of the fines
associated with violations of personal data protection
rules varies depending on whether the offender is an
individual, a public official, or a business. The concept
of informational self-determination might be helpful
for clarifying the determination of legal responsibility
in both criminal and administrative law as well as for
classifying relevant offenses.

Priorities for the development of Ukrainian leg-
islation on personal data protection are primarily
determined by the need to harmonise national law
with the EU acquis communautaire, in particular the
General Data Protection Regulation (Regulation (EU)
2016/679, 2016). The adaptation of the legal frame-
works of Ukraine to EU requirements should include
organisational and institutional changes, such as the
foundation of an independent body to oversee com-
pliance with personal data legislation, ensuring key
safeguarding mechanisms law involving processing
principles and data subject rights (as defined in articles
5, 12-22 of the GDPR), the establishment of various le-
gal regimes for protection - in the activities of public
authorities, solely for law enforcement purposes, for a
business, etc. Ukrainian legislation regarding person-
al data protection needs to be enhanced - it is not a
matter of just amending the Law of Ukraine No. 2297-
VI (2010), it is a matter of enacting a new version of the
law for the field of personal data protection.

Conclusions
The idea of information self-determination is intercon-

nected with the notion of general personal right, the
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antees for protection - the principles of data processing
and rights of data subjects. It also establishes the obli-
gations of personal data owners and managers. Acts of
subsidiary legislation provide guidance on how to ef-
fectively comply with these obligations in practice. Ap-
plication of data protection legal acts plays an impor-
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Inen iHpopMaLiNHOro CaMOBMU3HAYEHHSA
Ta 3aXMUCT NePCOHAJIbHUX AAHUX Y NPaBi YKPaiHu
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HanioHanbHui yHiBepcuTeT «JIbBIBCbKa MOJITEXHIKa»

79013, Bys1. Kusizss Pomana, 1/3, M. JIbBiB, Ykpaina
https://orcid.org/0000-0002-8494-1937

AHoTauif. Chepa 3axUCTy MepCcoHAJbHUX JaHUX HabyBa€ Bce GINbIIOro 3HaYE€HHS B YMOBAX, KOJU 06po6Ka
BijoMocTel, 3a AKUMHU MOXe OyTU ifeHTHUdikOoBaHa 0coba, cTasa 3BUYHUM sBUIIeM. /s Takoi 06poOKHU
XapaKTepHUH BUCOKUH piBEHb aBTOMATH30BAHOCTI, 1110 aKTyaJsli3ye MUTAHHS PO Te, HACKIIbKY e(peKTHUBHOIO
€ 0XOpOHa NepCOHAJIbHUX JAHUX B €NI0Xy LITYYHOTrO iHTeJeKTY, BiANIOBIAb HA AAKe 3aJIeKUThb cepe/| IHIIOro BiJ
pPO3yMiHHSA MepLIONPHUYNHU 0COBJIUBOr0 CTAaTyCy NEePCOHAJbHUX JAaHUX. MeTa cTaTTi moJisiraja B TOMY, 1106 y
cBiTai imel iHpopmarniiiHOro caMOBH3HA4YeHHS PO3IJISIHYTH HasiBHUHM CTaH IPaBOBOI'O Pery/oBaHHs BiJHOCHH
y cdepi 3aXuCTy NmepCcOHAJBHUX JaHUX B YKpaiHi Ta 3’scyBaTu BTiJieHi Y HbOMY OCOGJHBOCTI 3AiHCHEHHS
KOHTpOJII0 $i3UYHOI 0C000I0 HAaJ NMepCcoHaNbHOIO iHQopManieto. [y AOoCATHEHHS Ii€el MeTHU BUKOPUCTAHO
HACTYNHI MeTOAW [OCJHi/PKEHHA: aHaJi3y Ta CUHTe3y, JIOTIYHe-CTPYKTYpPHOrOo Vy3arajJbHEHHS, a TaKOX
¢dopmMasbHO-NIpaBOBUH. BusHaueHo, 1o ifes iHpopMaLiiiHOro caMoOBU3HAYEHHS NOB’s13aHa 3 06IPYHTYBaHHAM
npaBa ocobu caMOCTiHHO mpuUMaTH pillleHHS 3 NPUBOAY TOrO, YU Ta SKUM YUMHOM OyZie AOCTYIIHOIO AJIs
06po6ku iHpopMmaris npo Hei. [IpoanasizoBaHo, mo iHpopMaljiliHe caMOBHU3HAYEHHS, Y3aCaAHIOYH BUMOTY
HEBTPYYaHHS Y 0COOUCTe Ta CiMelHe XXUTTs, 6JIU3bKe 32 3HAaYeHHSM JI0 IPUBATHOCTI sK izfei, Ta € ofHi€w0 3
TeOpeTUYHUX MoJesied [Jid NMOACHEHHS NPUPOAU NpaB 100 NMepCcoOHaJIbHUX JaHUX. BcTaHOBJIeHO, 10 X04a
BUTOKHU ifiei iHpopMarniliHOoro caMoBU3HaYeHHs cAraroTb 1983 p., BoHA /0Ci OTPUMYE iCTOTHE TEOpEeTHYHE
NiJKpinJieHHs /11 BUBYEHHS NMPo6JeMaTHKK 3aXUCTY JaHUX. OGIPyHTOBAHO HEOOXi/HICTh BJJOCKOHAJIEHHS
3aKOHO/ZAaBCTBA YKpaiHU NpO 3aXUCT NepCOHAJIbHUX JAHUX B YMOBax, KOJIM TPOMa/iIiHU YKpaiHU ONMUHAKTBHCA
y CUTyalisX, B IKUX 3/iHCHEHHS HUMHU KOHTPOJIIO HaJ, IepCOHaJbHOW iHOpMali€w cTae Bce CKIAJHIIINM.
Pe3ysbTaTH MarTb 3HA4eHHS /Js NPAaBOTBOPYOI Ta MpPaBO3acTOCyBaJibHOI AisabHOCTI y chepi 3axucty
[IepCOHAJIbHUX JJAHUX, @ TAKOX — 10 a/1bIIUX HAYKOBUX [OCAiJPKEeHb

Knto4oBi cnoBa: mpuBaTHICTh; HEBTPYYaHHS Yy IPUBATHE KUTTS; GefiepalbHUi KOHCTUTYUiHHU#E cy HiMequnHy;
3aKoH YKpaiHu «IIpo 3aXHCT NepCOHATbHUX JaHUX»; IITYYHUN iHTEeJIeKT; 060po6Ka MepCoOHANbHUX AAaHUX
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