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Abstract. The relevance of the research on the problems of the Fourth Industrial
Revolution is that Industry 4.0 is characterized by "a combination of technologies that blur the
boundaries between the physical, digital and biological spheres" and represents a new
revolution. The Fourth Industrial Revolution is based on the inventions of the Third, but its
difference and main contribution lies in the combination of technologies that blur the
boundaries between the physical, digital, and biological worlds. The purpose of the article is to
conceptualize the contradictory nature of information and communication technologies (ICT)
as a factor in the development of the information society in the conditions of the Fourth
Industrial Revolution.

The task of the research is to reveal the contradictory influence of ICT on the
development of digitalization; to trace the transformation of Internet technologies and their
impact on the development of "digital twins"; to find out the main contradictory trends in the
development of digitalization in the conditions of the Fourth Industrial Revolution. The object
of the research is the contradictory nature of ICT as a factor in the development of the
information society in the conditions of the Fourth Industrial Revolution. The subject of
research is the influence of the Fourth Industrial Revolution on the contradictory nature of ICT
as a factor in the development of the information society.

The authors use a system of methods and principles of scientific research — analysis and
synthesis, abstraction, historical and logical, which allowed us to conceptualize the
contradictory nature of ICT as a factor in the development of the information society in the
conditions of the Fourth Industrial Revolution.

As research result, it has been proven that, on the one hand, there is a statement that
digital technologies will provide solutions to most of today’s economic and social problems,
and on the other hand, scenarios prevail, according to which digital technologies will replace
human labour, which will lead to a sharp increase in the level of unemployment with negative
economic and social consequences. A digital twin, created by taking advantage of the
improved technology, is an important method with its virtual reality infrastructure. A digital
twin is used to analyze and simulate real-world conditions to respond to changes and improve
processes. All this is further enhanced by technological advances in areas such as quantum
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computing, machine learning and artificial intelligence, robotics, virtual assistants, the Internet
of Things, self-driving cars and drones, 3D printing, nanotechnology, biotechnology, traffic
and safety monitoring systems, renewable sources energy Therefore, we are trying to explain
the process of information management, how it occurs, what it is based on, how modern trends
in the development of "cyber-physical systems" connecting machines, computers and people
are implemented. The assessment of the possibilities for creating new jobs through
digitalization is contradictory. However, it is obvious that there will be significant
opportunities in innovative IT services that require a high level of digital skills, and clusters
around such services are already emerging in many countries. This means that digital
technologies will be incorporated into projects related to health, education, agriculture, food
security, basic infrastructure, water supply and sanitation, governance, social protection,
financial services, etc. Digitalization is changing the economies of countries, but the specific
scope and scale of these changes remain to be seen as they will be influenced by both
technological development and political regulation.

Keywords: information, information management, ICT, information society, Fourth
Industrial Revolution.

Introduction. The relevance of researching the problems of the Fourth
Industrial Revolution is that Industry 4.0 is characterized by "a combination of
technologies that blur the boundaries between the physical, digital and
biological spheres” and represents a new revolution. It is different from the
third one, which has a systemic impact of breakthroughs that do not have any
historical precedent, and today, due to their complexity and contradictions, it
shows a dualistic character, which has pros and cons. Industry 4.0 comes with
huge obstacles in every sector of the economy, but the possibility of connecting
billions of people, buying mobile devices with unprecedented power, and
storage capacity with access to knowledge makes the revolution more special.
According to Nick Bostrom, Industry 4.0 is characterized by new technological
breakthroughs in artificial intelligence, robotics, the Internet of Things,
autonomous vehicle Internet services, 3D printing, nanotechnology, materials
science, energy storage, and quantum computing, which bring with them
development strategies and dangers smart machines (Bostrom, 2020). Today,
the world is at the dawn of a new 5th industrial revolution, which will
fundamentally change the way we live and work. Peter Diamandis and Stevens
Kotler (Diamandis & Kotler, 2021) note that while the Agricultural Revolution
marked the transition of human societies from gatherers and hunters to settled
farmers, the First Industrial Revolution, which began in the late 18th century,
marked the transition from manual production to industrial production using
machines (the steam engine is the most important one), mechanized production
using the energy of water and steam, changing business, industry and our lives.

The last 230 years, known as the "Industrial Era", began with the use of
steam engines in textile production and the introduction of the first mechanical
loom in 1784. The introduction of electric power and mass production in 1870
marked the beginning of the Second Industrial (Technological) Revolution.
The second industrial revolution at the turn of the 20" century introduced new
technologies such as electricity and brought mass production using electricity,
the basis of the development of Industry 2.0 was industrialization along with
innovations. The introduction of assembly lines also marked the transition to
the Second Industrial Revolution.

The third was already characterized by automation and Digitalization,
mainly with the use of electronics and information technologies.

The Fourth Industrial Revolution is based on the inventions of the Third
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one, but its difference and main contribution lies in the combination of
technologies that blur the boundaries between the physical, digital, and
biological worlds. Similarly, the digital revolution is seen as a transition from
mechanical to digital technology and offers a range of new technological
opportunities that have a profound impact on the economy as a whole. This is
further enhanced by technological advances in areas such as quantum
computing, machine learning, artificial intelligence, robotics, virtual assistants,
the Internet of Things, self-driving cars, drones, 3D printing, nanotechnology,
biotechnology, and traffic.

We try to trace the potential impact of the Fourth Industrial Revolution
on information management and the role that information will play in all areas.
The fourth industrial revolution is based on an analysis of the most common
current trends and developments in "cyber-physical systems™ that connect
machines, computers, and people. The fourth industrial revolution considers
the need to rethink the definition of information, its creation, types, processing,
sustainability, and usability features. Given the magnitude of the potential
impact of the Fourth Industrial Revolution on information management, the
question is what challenges it poses to information managers. It can be
assumed that it will be necessary to acquire new knowledge and skills and
update existing processes and methods. Awareness of this new phenomenon is
only the beginning and can be accompanied by professional development and
appropriate training.

Analysis of recent research and publications. There is a lot of
literature on Industry 4.0, referred to as the Fourth Industrial Revolution,
especially its impact on the economy and education sectors. The interest in the
topic of digitalization from the viewpoint of economic development is
highlighted by a recent wave of publications and policy initiatives related to
digitalization. Scholars have found that higher education in the context of the
Fourth Industrial Revolution is a complex, dialectical, exciting opportunity that
can change society. The digitalization literature suggests that Al is at the heart
of the Fourth Industrial Revolution, which has the potential to transform
workplace tasks from task-based to human-centric characteristics. Most of the
new literature on the impact of digitalization focuses mainly on the analysis of
industrialized countries, while the impact on developing countries has been
underresearched.

However, there is reason to believe that a separate analysis of the
impact on developing countries is needed since the effects of digitalization
differ significantly depending on the level of industrialization and per capita
income. The fact that in many developing countries the industrial revolution
and the digital revolution are occurring simultaneously, creates certain
challenges. It has been argued that China may have been one of the last
countries to pass the wave of industrialization to prosperity, as already
industrialized countries have significant advantages in the use of digital
technologies. Although the recent literature focuses mainly on industrialized
countries, there are several researches on the impact of pre-ICTs on
development: the literature on ICT for development, the literature on big data
(data for inventions), or big data for inventions. For example, UN agencies,
development cooperation agencies, the World Bank, and others have
collaborated to define the "Principles for Digital Development”. Several
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different development agencies have developed specific strategies and projects
addressing the opportunities that digital technologies provide for development
cooperation. The World Bank devotes annual reports to this topic: the "World
Development Report” (World Bank 2016-2021), and the United Nations
Conference on Trade and Development (UNCTAD) report "Digitalization, Trade
and Development” (UNCTAD 2017-2021). According to Patrick Dixon
(Dikson, 2021), scholars note similarities between perceptions of the ICT
impact on developing countries in the late 1990° and early 2000° and during the
new wave of digital technologies today.

Brian Christian and Tom Griffiths in the work "Life according to
algorithms. How to make a rational choice™ (Braian & Hriffits 2020) discuss
some authors who have expressed concern that, in fact, the digital technologies
used to solve problems create many new problems that, in turn, will require the
formation of algorithmic culture and thinking.

Still there are few previously unsolved parts of the investigated
problem. The history of industrial revolutions presents a historical scale that
includes basic elements indicating the degree of complexity. The second half of
the 20th century brought us computers and electronics, which for many meant
the Third Industrial Revolution. Their mass distribution was caused by an
increase in speed and functionality, as well as a decrease in price and size.
Machines have become interconnected, able to "talk™ to each other and perform
many tasks that were previously had been reserved only for humans.

After the 1960° due to the growth of the urban population, people’s
socio-economic needs were diversified to get better government services and
make life easier, and as a result, improve the world of computer and digital
technology. As a result, the channels of communication have expanded along
with the developments that have begun to develop rapidly in the digital world
and affect all areas of human activity. The network of information exchange
expanded, and the digital era began with Industry 4.0 in the early 2000°. Today,
this rapid integration, introduced by Industry 4.0, has shortened decision-
making processes thanks to the instant insight into economic and financial data
for enterprises. The interaction of objects, which are being developed together
with the digital age, introduces radical digital transformations in many areas —
from the procurement of services to delivery, which greatly affects efficiency,
and needs to develop according to the modern requirements of the digital
world.

For many industries, the introduction of cyber-physical systems marked
the beginning of a new era — the Fourth Industrial Revolution, which is based
on the Third one. The difference and its main contribution lie in the
combination of technologies that blur the boundaries between the physical,
digital, and biological worlds and gave rise to the phenomenon of “digital
twins" in the era of the "second machine age, changing progress and
prosperity” (Brynjolfsson & McAfee, 2016).

The purpose of the article is to research the nature of ICT as a factor of
information societydevelopment in the conditions of the fourth industrial
revolution.

Formulation of the main material.

1. The contradictory impact of ICT on the development of digitalization.

In recent years, the discourse on the digital revolution has attracted
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interest both in the academic sphere and among politicians and the public. This
interest is caused by the emergence of new technologies, such as various types
of automation, robotics, artificial intelligence, and big data. However, the
process of Digitalization of the economy is not a new phenomenon, it began in
the second half of the 20" century (between the late 1950° and the 1970°,
depending on the exact definition) with the advent of modern digital computing
and continued with the emergence of various types of information and
communication technologies (ICT), which influenced the IT giants and their
intelligent machines that changed humanity, — Amy Webb notes in the work
(Webb, 2020).

The digital revolution is often seen as the Third Industrial Revolution and
is believed to have as profound an impact on the economy and society as the
previous two industrial revolutions. Some even claim that the changes caused
by digitalization will have a "destructive™ nature and that there is a "possibility
of completely new development trajectories”, in particular the formation of a
smart-society and smart-technologies (Voronkova et al., 2017). However, it is
impossible to make accurate predictions about the economic and social
consequences of such profound and unprecedented changes — the consequences
for jobs and employment, structural transformations, environmental impacts,
etc. Extreme views on both sides of the spectrum are widespread in public
discourse. On the one hand, there is an assertion that digital technologies will
provide solutions to most of today’s economic and social problems, on the
other hand, scenarios prevail, according to which digital technologies will
replace human labour, which will lead to a sharp increase in the level of
unemployment with negative economic and social consequences. One of the
innovative technologies that has been introduced into our lives in recent years —
digital twins — is revealed. A digital twin creates a copy of a physical object or
process of real-time data obtained from the physical environment and prolongs
it to the computer environment. It creates solutions using technologies such as
machine learning, artificial intelligence and reconstructing the physical
environment using these solutions.

Digitalization is a very broad and comprehensive concept; almost all
economic processes are directly or indirectly affected by digital technologies,
including our space future, — as Ashley Vance and Elon Musk claim in the
work "Tesla, SpaceX and the Way to a Fantastic Future" (Vens & Mask, 2018).
Scholars refer to the part of the economy that is directly related to digital
technologies as the "digital sector”, namely the IT/ICT sector that produces
basic digital goods and services. The "digital economy" includes the "digital
sector” plus digital services and platform services, which is defined as the part
of the economic output generated solely or mainly by digital technologies with
a business model based on digital goods or services.

The authors review measurements of what they define as the "digital
economy" and estimate it to be around 5 % of global gross domestic product
(GDP) and 3 % of global employment in recent years. This is about consistent
with other research that finds approximately 6.5 %. There are estimates of the
size of the entire "digital economy", according to which it was about 20 % of
the global economy in 2015. However, due to measurement difficulties, the
size of the "digital economy" is generally considered to be underestimated.
Furthermore, there are significant global differences when it comes to the size
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of the digital economy; the percentage of GDP for developing countries is
likely to be about one-third to one-half of the Organization for Economic Co-
operation and Development (OECD)/world figures. Given the high level of
both complexity and uncertainty, the research focuses on a broad overview of
the most important issues, as well as the relevance and state of application in
development cooperation. Scientists start from the premise that the digital
revolution will continue to occur and shape the economy and society.
Therefore, the pressing question for politicians is not whether Digitalization
should occur, but what type of Digitalization is desirable and how best to deal
with it. This implies an answer to the question of how to use the potential and
how best to mitigate possible negative consequences, creating a modern
world, — Simon Winchester notes in the work (Winchester, 2019).

In recent years, the discourse on the digital revolution in the economy has
gained renewed interest both in the academic sphere and among politicians and
the public. This interest has been driven by the emergence of new technologies
such as various types of automation, robotics, artificial intelligence, and big
data. However, the process of digitalization of the economy (also known as
Digitalization) is not a new phenomenon. It actually, began in the second half
of the 20th century (between the late 1950° and 1970°, depending on the exact
definition) with the advent of modern digital computing and continued with the
advent of various types of information and communication technologies (ICT)
during the last decades. The digital revolution is often seen as the Third
Industrial Revolution and is expected to have as profound an impact on the
economy and society as the previous two industrial revolutions (Voronkova,
Teslenko et al., 2020).

It is necessary to emphasize nine principles of digital development:
1) "design with the user”, which should take into account the specific target
users of the technology with their interests and skills; 2) "understanding the
existing ecosystem™: the technology must be compatible with the local context
and existing policies; 3) "design for scale": it is necessary to ensure the use of
the technology after the pilot stage; 4) “creating for sustainable development":
the goal should be to achieve a certain level of institutionalization in the
applying of technologies so that they continue to be used in the future;
5) "data-driven™: projects should be designed in such a way that data can be
collected for decision-making and monitoring, and the data collected should be
used for these purposes; 6) "using open standards, open data, open source
codes and open innovation™: if it is possible, to use open source technologies in
order to avoid spending scarce development cooperation funds on expensive
licenses and to reduce dependency on a particular supplier; 7) "reuse and
improvement": it is possible to adapt technologies that are already used in a
certain context, instead of introducing something completely new; 8) "privacy
and security of an address": careful examination of what data is collected and
received, used, stored and provided; 9) "to be collective™: experience should be
shared with other practitioners, users, experts.

Thus, K. Schwab suggests conducting a thorough impact assessment
before implementing the technology, during which special attention should be
paid to the following aspects: 1) to help avoid misuse by authoritarian
governments or corporations with high market power and criminal forces; 2) to
overcome inequality and the digital divide, which should decrease, but not
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increase; 3) to support economic development that creates jobs; 4) to develop
the ability of partners in conducting such assessments independently
(Voronkova & Kyvliuk, 2017).

2. Transformation of Internet technologies and their influence on the
development of "digital twins.

Science is like a wall rising above bricks. The development of
technologies and their use in all areas of human life cause a transformation that
Is effective in many areas, such as human life, business processes, ways of
doing business, distribution channels, social and cultural values, government
processes, etc. (Voronkova, Punchenko & Azhazha 2020). This transformation
brings both advantages and disadvantages, which affect many areas, which
attests to the dualistic nature of information and communication technologies.
The main purpose of the research is to draw society’s attention to the
consequences of changes in digital transformation, which makes a significant
contribution to science and humanity, makes changes, and entails
consequences that both people and the whole world face (Nikitenko, 2020).

Regarding digital twins mentioned above, it is necessary to emphasize
that the technology of digital twins promises a great contribution and has
advantages for many institutions and enterprises in both the public and private
sectors in the context of the digital strategy, — Mark Goodman notes in the
work "Crimes of the future: everything is interconnected, everyone is
vulnerable and what we can do about it" (Goodman, 2019). Since it is
impossible to understand and analyze the impact of digitalization on the quality
of public life without a deep insight into achieving digitalization and its
process, they are trying to prove the effectiveness and influence of digital twins
along with the use of Internet technology objects. As a unique form of
transformation of digital channels and services with the help of certain
technologies, the digital twin attempts to focus on the transition from a
traditional approach to an innovative one.

As a basic starting point, the digital twin highlights the transition to
modern management and the digital twin method using continuous monitoring.
This technology aims to try to find out the use and impact of the digital twin
method, which is basically one of the advantages of technological
developments, and their impact on real life. The Digital Twin attempts to make
an important contribution to quality by ensuring the security of information
technology and data through the ongoing state-of-the-art auditing offered by
the Digital Twin. Technological advancements and digital transformation have
opened the door to the digital age worldwide due to the desire and thirst for
quick access to information. In the era of the Fourth Industrial Revolution,
advances in areas such as artificial intelligence and machine learning, the
Internet, and data analytics have been implemented during the transformation
and development of technology to meet modern needs. Since the transition
process is driven by innovation in many sectors, it quickly turns digital audit
into an innovative structure that determines the transfer of human-created data
or work processes in the digital environment, defining the digital strategy for
the development of society, people, and business (Womack, Jones
& Ross, 2017).

Digitalization with Industry 4.0 is the process of transforming resources
into optimal results using the capabilities of digital technologies. European and
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East Asian countries follow the innovations offered by digitalization and
consider them as policies that can push the country forward in terms of
technology, evaluating it within the framework of the national technological
movement. It is argued that by increasing global competitiveness with the help
of technology, economic and technological independence of countries will be
achieved, social welfare will rise to a higher level, and digitalization will
respond to human needs in the fastest way. Statistics show that while only
15 % of the global economy was digitized in 2005, and 22 % in 2015, in 2020
25 % of the global economy is digital. Thus, to be one of the leading countries
in the world in terms of technology and to demonstrate successful growth, it is
necessary to attach great importance to Digitalization and the general
development index (GDI), which Richard Florida talked about. According to
the theory of digitalization, the Fourth Industrial Revolution as a road map of
intelligent manufacturing systems can surpass technological goals. Therefore,
the concept of digital twins began to be perceived as an indicator of the power
of the mind.

Among the innovative technological developments that are considered
indicators of the power of the mind are innovations that can make human life
easier, including big data analysis, virtualization, modelling and simulation,
Internet platforms, innovative sensors, cloud computing, and cyber security.
Increasing the speed of data processing on a computer in the era of digital
technologies and the volume of data transformed innovative technological
developments every day and gave rise to many new phenomena such as
"digital twins" which modern civilization has not encountered vyet. In
particular, with increasing competition and global integration, all societies have
transformed many different areas, ranging from portable storage, modelling,
and data analysis to self-driving cars using sensors, — James P. Womack,
Daniel T. Jones, Daniel Roos note (Womack, Jones & Ross, 2017).

A "digital twin" created by taking advantage of technology enhancements
Is an important method with its virtual reality infrastructure. The digital twin is
used to analyze and simulate real-world conditions to respond to changes and
improve the processes of an intelligent cloud platform based on services,
applications, and algorithms, ensuring the privacy of extreme devices. They are
based on the collection, processing, correlation, interpretation, reporting, and
use of data for decision support systems, and implementation of applications
and solutions in the field of cyber security. The intelligent cloud platform is
based on the creation of a joint Internet program of safe and secure industrial
facilities that can work together and in an integrated way, improving the
development of software for devices and hardware, developing appropriate
data storage technologies that are generated by reliable and innovative
equipment and/or M2X (machine-human, machine-machine, machine-
infrastructure) software. This improves the quality and efficiency of everyday
life.

While technological inventions are building a bridge between the real
and virtual worlds, the concept of digital twins is its generation and is closely
related to technological phenomena such as design, data analytics, data mining,
the Internet, deep and machine learning. With the help of digital twins, defects
that may arise are noticed in advance, losses in terms of saving materials and
time can be minimized by timely intervention. The number of solutions that are
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achieved in response to problems can reach a maximum level, which can be
easily solved by observing the problem on a virtual product before it is tested
on a real product. Just as an information system creates a digital model for
physical machines and can be implemented in a virtual environment, so a
digital twin offers the possibility to check the quality of the process at each
stage with a continuous audit. This is a kind of combination of artificial
intelligence and virtual reality with phases such as constant monitoring and
supervision of activities. To determine how objects work in different
environmental conditions and how they react to the created responses, digital
twins compare physical data with real results, in which fundamentals — force,
principle, and technology — are inextricably laid.

3. The main contradictory trends in the development of digitalization in
the conditions of the Fourth Industrial Revolution.

Information management in the Fourth Industrial Revolution connects
billions of people through powerful communication networks and smart mobile
devices, offering access to vast amounts of data and information through high-
speed Internet access and unlimited memory. It affects a person’s life, identity,
and information management. All this is further enhanced by technological
advances in areas such as quantum computing, machine learning and artificial
intelligence, robotics, virtual assistants, the Internet of Things, self-driving cars
and drones, 3D printing, nanotechnology, biotechnology, traffic and safety
monitoring systems, renewable sources energy Therefore, we need to explain
the process of information management, how it occurs, what it is based on,
how modern trends in the development of "cyber-physical systems™" that
connect machines, computers and people are implemented. Information
management includes the need to analyze and rethink the definition of
information, its creation, types, processing, sustainability, and usability. Given
the magnitude of the potential impact on information management, the
question is what challenges are there in implementing information management
today?

The research found that South Africa faces many challenges to fully
digitize the education sector. The identified challenges include problems
related to inequality, isolation, insufficient funding, insufficient skills, and the
absence of a clear integrative national strategy, which indicates the insufficient
development of ICT as a factor in the improvement of the information society.
The research also found that, despite the challenges, the digital transformation
of the education sector can provide an opportunity to ensure that universities
will become innovative and creative centres, with the opportunity to expand
access to educational resources. Big investments in the infrastructure of the
Fourth Industrial Revolution can help to solve the problems of inequality and
exclusion. National governments should develop an integrative national
strategy to ensure that all regions and provinces move at the same pace during
the transformation of this sector (Drucker, 2000).

However, despite the technology being integrated at an alarming rate into
almost all sectors of our society, its ethical, pedagogical, and epistemological
implications for the education sector remain questionable, especially
concerning the challenges associated with full Digitalization. New technologies
change the way of production and consumption of services, products, and
materials, they opened the door for space expeditions, biotechnology, and

34 ISSN 2786-491X (Print)



PHILOSOPHY, ECONOMICS AND LAW REVIEW. Volume 4, no. 1, 2024

programmed specialists contribute to the development of high-level
automation. Scientists claim that machines and humans will converge, which
will reduce the subject distance between the humanities and social sciences, as
the convergence between humans and machines will occur. Thanks to
technological progress in Industry 4.0, enterprises are competing for
innovations in products, services, and business models.

The research also showed that business sustainability can be achieved
through the development of companies, and cooperation in supply chains. The
success of the Fourth Industrial Revolution depends on the leadership of all
sectors working together to seize the opportunities and address the challenges
of the Fourth Industrial Revolution. Collaboration between its various
participants is of decisive importance to ensure success, but for collaboration to
happen, trust and cohesion are critical. It is important to find innovative ways
to solve the socio-economic problems associated with the Fourth Industrial
Revolution, such as potential job loss, increasing the wage gap, increasing
digital skills, improving professional knowledge, which have a positive impact
on the development of digitalization. Therefore, knowledge, practice,
professional participation, and self-management can be considered the
fundamental dimensions of readiness for digital work, — Ito Joy and Jeff Howe
note in (Joy & Howe, 2018).

There are countless opportunities to take advantage of the innovations
associated with the Fourth Industrial Revolution, and the framework conditions
in which cooperation for development operates are evolving. Most research on
the impact of digitalization on developing countries emphasizes that there is a
significant "digital divide™ in many countries, — Kai-Fu Lee says in the work
"The superpowers of artificial intelligence” (Lee, 2020). The digital divide
manifests itself in terms of inconsistencies: first, in the use of digital
technologies (due to the presence of basic infrastructure, access, availability,
etc.); second, in the benefits obtained from digital technologies; third, in the
level of digital skills. The dimensions in which the digital divide exists include
mainly development status (i.e. the gap in the use and return to technologies
between industrialized and developing countries); urban against rural
population; individual level of income and education within a certain country,
forming human, social and intellectual capital, — Karlgaard Rich notes in the
work "Human factor. The secrets of the long-term success of outstanding
companies" (Rich, 2017).

This digital divide exists within all digital technologies and, in some
dimensions, tends to widen. Although the majority of the world’s population
has access to mobile phones (5.2 billion) and can receive a mobile signal
(7 billion), more than half of the world’s population does not have access to the
Internet. This "offline” population is located mainly in poor regions of the
world. The relative size of the digital economy is about two to three times
higher in industrialized countries than in developing countries. This digital
divide attests to the sharp lag in the use of several different technologies in
developing countries and least-developed countries. Except for mobile
subscriptions — with over 70 % coverage of residents/households — all other
technologies are used by at least four times as many residents/households in
"advanced economies”. As already mentioned, the Internet is still inaccessible
to the majority of the world’s population. In developing countries, there is a
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significant gap between urban and rural populations, between education levels,
income distribution, and genders (men are twice as likely to have access to the
Internet as women of the same age group and with the same level of education
and income).

The topic of the impact of ICT on the environment is extremely under-
researched, especially with a particular emphasis on developing countries.
There are three types of impact of ICT on the environment:

1) direct impacts are created by the production and use of ICT, which
include resource use, energy consumption and pollution caused by the
production of infrastructure and devices, electricity consumption from the use
of devices, disposal of e-waste (which occurs mainly in developing countries);

2) indirect impact arises due to the influence of ICT on production
processes, products, and distribution systems and includes dematerialization,
the substitution effect, i.e. the replacement of material goods with
informational goods, as well as travel with "communication technologies”;

3) "structural and behavioural impact"”, which covers the effects caused
by structural changes and growth of the economy, changes in lifestyles, and
value systems with the help of ICT.

The overall impact of ICT on the environment is determined by the
impact of all three categories. Thus, it is almost impossible to assess whether
digital technologies will have an overall (negative or positive) impact on the
environment. However, their environmental impact is significant and should be
taken into account, as both mining and waste management are pressing issues
for developing countries. Other authors emphasize the positive effects through
which the technology contributes to increased efficiency and new opportunities
for, for example, the production of renewable energy and the formation of
technologies that shape our future (Kelly, 2018).

Industrialization, structural change, and employment, the emergence of a
new wave of digital technologies has significant implications for both
industrial development and employment. This changes both the relative
importance of specific sectors in the economy and affects employment levels in
those sectors as well as skill requirements. In recent decades, many developing
countries have pursued "late-comer industrialization strategies”, sometimes
with success, as exemplified by the rapid industrialization of China and other
Asian economies. However, there is growing evidence of a phenomenon called
"premature deindustrialization™ associated with digitalization, which has taken
many companies to a new level, as Tim Cook notes in the work (Cook, 2019).

Empirical evidence shows that the process of deindustrialization
observed in industrialized countries for decades occurs at earlier stages of
industrial development than in newly industrialized countries. This means that
the process begins at lower shares of industrial production in GDP and at lower
income levels.

Scientists suggest that the economy of developing countries can become
a service economy, without having passed the proper experience of
industrialization, but in the last turn thanks to the growing "servicification™ of
industrial processes, the development of new digital technologies is promoted.
At the same time, it means that the strategy of "late industrialization” that has
been successful for many countries in the recent past may not be a viable
development strategy for countries in the future. In addition, the issue of
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employment and its replacement by technology is a serious concern, — Jeffery
K. Liker says in (Liker, 2019). While digitalization is displacing some workers
with technology, it is creating jobs in new fields. Both of these parameters
must be taken into account to estimate overall changes in employment levels.
The World Bank provides a framework for assessing the probability of
automation by occupation. Many occupations at high risk of automation are
also occupations that do not require a high level of technology use (e.g.
agricultural workers).

This means that there is a tendency for a worker to be less likely to be
replaced by technology if he/she complements the technology. However, there
are also a few professions (mainly in the service sector) that do not require a
high level of technology use and at the same time have a low risk of
automation (for example, hairdresser). Regarding the country-level receptivity
to automation according to development status, the results are very mixed. The
World Bank suggests that industrialized countries are more susceptible to job
losses due to digitalization than developing countries due to their high level of
technology use. The analysis provided by Boston Consulting Group focuses on
the potential of automation according to revenue. Most highly automated
industries have a relatively high income, while most least automated industries
have relatively low income, suggesting that industries in high (and middle)
income countries will be more affected by automation than industries in low-
income countries. It should also be said about the trend of negative correlation
between income per capita and the share of employment with a high risk of
automation: the lower the income per capita, the higher the risk of automation
for the country’s workforce, — Michio Kaku notes in his work (Kaku, 2017).

Assessing the possibilities of creating new jobs through digitalization is
even more controversial. Nonetheless, it is clear that there will be significant
opportunities in innovative IT services that require a high level of digital skills,
and clusters around such services are already emerging in many countries. The
tendency of future changes in the international division of labour and the
organization of global production networks through digitalization is directly
related to this issue. Since the 1970° there has been a continuous process of
moving economic activity, in particular production, from industrialized
countries to developing countries. There is now growing attention to the
phenomenon of "reshoring™ or "backshoring"”, which refers to the relocation of
previously offshore economic transactions back to high-income countries, but
this phenomenon is still understudied. Digitalization can facilitate repeat
retention by changing cost structures and reducing the importance of
economies of scale, although, today most manufacturing products are highly
standardized and produced in large quantities, often far from the point of final
demand, the new technological capabilities are likely to move production
closer to final demand and in smaller quantities.

The most important technological capabilities in this regard have been
summarized by the term "additive manufacturing”. This refers to a
development that can be understood as a change in specialization: new
technologies allow a single worker or machine to efficiently produce parts,
components, or even entire products that are made of different materials. The
most striking example of "additive manufacturing™ is 3D printing, when a
machine can produce an entire product from an original material. Such
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technologies allow for improved decentralized production in small quantities or
even particular, personalized products for individual wants and needs. The
speed and scale of reuse will depend on how quickly additive manufacturing
moves from its current focus on prototyping and product development to
decentralized mass production of final products from multiple materials. This,
in turn, will depend on how quickly the costs of additive manufacturing, such
as 3D printing, fall, determined by big data, which increases inequality and
threatens democracy, — Kate O’Neill notes in (O’Neill, 2020). The observation
is that digital technologies have received a very positive evaluation in the
literature when we are talking about their potential for developing countries,
and scholars express that there will be a tendency for revolutionary changes in
the development of countries. The cycle of technology invention, hype around
its development impact, collaborative learning through failed and successful
project implementations, and finally more deliberate steps to integrate the new
technology into the development effort are steadily evolving (Nikitenko,
Andriukaitiene & Punchenko, 2020).

On the other hand, the new wave of digitalization differs significantly
from the previous one in several dimensions, asserting that the new digital
technologies in their overall impact are transformative in nature, end-to-end,
and pervasive in their innovative application in various industries, and lead to
the increasing homogeneity of industrial processes in functions ranging from
design to monitoring and control methods. In addition, the "digital divide"
between developing and industrialized countries has widened in various
dimensions. The potential of ICT has been driven by the “shifts” brought about
by technological change, contributing to the impact of technology on global
productivity, expanding opportunities for the poor and middle class. However,
digital technologies are fundamentally changing the global economy, and
understanding these changes will be vital for development policy and
development cooperation. Interest in the use of digital technologies in
development projects has recently increased both, from the part of international
organizations and development cooperation agencies, as well as private
providers and non-governmental organizations. It should be noted that digital
technologies can be applied in a large number of sectors where development
cooperation is common, such as agriculture, trade, health, private sector
development, etc. (Dahoho, 2021).

There are three trends in the implementation of digital technologies:

1) use of big data;

2) digital technologies for inclusive societies;

3) digital technologies for inclusive and sustainable economic growth.

To achieve these goals, digitalization can play an important role in all
sectors, so digitalization is seen as an end-to-end challenge that suggests
integrating digitalization into everything we do if it contributes to our vision.
This means that digital technologies will be incorporated into projects related
to health, education, agriculture, food security, basic infrastructure, water
supply and sanitation, governance, social protection, financial services, etc.
However, there are certain basic conditions for a successful "digital approach”
that require close attention and include the availability of ICT infrastructure
and electricity, the availability of human skills to use and manage the
technology, sound leadership and an enabling regulatory framework. The
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Belgian strategy emphasizes that local ownership and knowledge transfer, as
well as environmental issues (the most important thing is e-waste
management), are key to the sustainability of digital projects (Teslenko, 2021).

The main focus is on supporting the provision of digital infrastructure
(e.g. broadband internet cable), e-learning projects, good governance and anti-
corruption, public health projects, IT sector development, promotion of
democratic processes, and refugee projects. Thus, the German agenda identifies
changes in the labour market, the digital divide, data security, and human
rights, as well as E-waste as the main challenges to digitalization (Teslenko &
Zadoia, (2021).

Digitalization and technology are a strategic priority for Danish foreign
and development policy, an area in which Denmark, based on digital values,
principles, and experience with a highly digitized public sector, can help set
global foreign and development policy agendas for the coming years.

Bridging the digital divide from the viewpoint of mobile phone and
internet access is its main concern. Projects are being developed to use
Blockchain technology in the context of development cooperation, such as
financial transfers, record keeping (e.g., land ownership rights, medical
records), contracting, e-voting, and e-learning. The UK’s Department for
International Development has launched a digital strategy that aims to establish
it as a world leader in digital technology, tackle global poverty, promote
common principles and standards for digital development across the care
system, ensure safe internet access, use data to make decisions in the
organization and to increase accountability (Teslenko, 2021, 2022).

Managing the economic potential and challenges of the digital economy
includes both managing structural economic changes and harnessing the
potential for new production and employment. In the context of digital
development, the process of managing the changing skill needs in traditional
labour-intensive light industries such as clothing, leather, agri-food, etc., in the
light of automation and robotics (Industry 4.0) deserves special attention. It is
concluded that economic feasibility rather than technical feasibility will be
decisive, and that automation and robotics will ultimately reduce the potential
for job creation in typically labour-intensive industries. Instead, the demand for
work will shift to more qualified workers, the competitiveness of such
industries will depend on the supply of qualified labour in the future. The state
must increase investment in vocational training and education to equip the
workforce with the skills needed for modern industrial production. This should
include not only the necessary technical skills, but especially those skills that
complement the type of tasks that will increasingly be performed by machines
(Cherep, Voronkova et al., 2021).

Thus, the emergence of new job-creating economic activities will
especially require the development of the tendency to develop the creative and
innovative potential of the future workforce, which requires the following:

1) Development cooperation should support efforts to improve skills in
industrial sectors, especially among the young working population.

2) Facilitating domestic production of high-value-added products:
technologies such as 3D printing allow to produce of high-value-added
products to order within the country (e.g. pharmaceuticals, prosthetics), thus
avoiding the need for expensive imports of such products (Cherep,
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Voronkova, et al., 2021).

3) Policymakers should promote companies using digital technologies to
domestically produce products that replace expensive imports. Last but not
least, digital technologies also offer new opportunities to improve the
effectiveness of development cooperation by streamlining bureaucratic
procedures and also improving the evidence base for designing and evaluating
development projects.

Digital technologies can also contribute to increasing transparency of
cooperation in the field of development. Ultimately, the economic, social, and
political consequences of digitalization will depend on political governance,
which will determine the strategic trajectories of the digital revolution in the
future. It must be emphasized that this process must be based on democratic
decision-making and, as far as development cooperation is concerned, aims to
promote socially inclusive and environmentally sustainable development. All
this requires effective information management, as the volume of information
and the speed of change update, new elements of definition appear, focusing on
quality, intellectual property, security, confidentiality, stability, the need for
increased knowledge, and the achievement of stability (Cherep, Voronkova &
Nykytenko, 2020).

Conclusions. Digitalization stimulates economic growth by increasing
labor productivity, optimizing business processes, and creating new markets.
The introduction of information technologies allows for the automation of
routine operations, faster decision-making, and greater resource efficiency.
This leads to lower production costs, increased output, and increased
competitiveness of national economies in the global market.

Digitalization increases globalization and competition in the labor
market, creating both new opportunities and challenges for national economies.
On the one hand, digital platforms and online services expand access to global
labor markets and allow companies to attract talent from different countries.
On the other hand, this increases competition for highly qualified specialists
and may lead to an outflow of labor from countries with less developed digital
infrastructure. Successful adaptation to digitalization requires countries to
invest in the development of human capital, digital infrastructure, and
innovation ecosystems. States must stimulate the development of education and
professional retraining, provide access to high-speed Internet, and create
favorable conditions for the development of start-ups and innovative
companies.

Digitalization is changing the economies of countries, but the specific
scope and scale of these changes remain to be seen because they will be
influenced by both technological development and political regulation.
Historical experience shows that technological euphoria, as well as overly
pessimistic explanations of the transformational impact, are inappropriate. A
first observation regarding impacts is that the large labour-displacing effects of
Digitalization are not supported by available historical data. The introduction
of new technologies has a dual impact on employment, although some jobs are
lost, new jobs are created due to the emergence of new activities and new
products and services that are made possible by new technologies.

Thus, the real policy challenge consists of two parts: 1) coping with the
inevitable migration of jobs from old sectors and industries to new ones;
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2) stimulating the emergence and expansion of new economic sectors that use
and expand new technologies in such a way as to provide a net social benefit to
society. The first challenge especially requires government capacity in the field
of education and vocational training, as well as an active labour market policy.
The second challenge requires a proactive industrial policy focusing on
innovation, tax and financial pinfluenceolicy, infrastructure policy, and social
and regulatory policy. Perhaps such political capacity is better developed in
highly industrialized countries than in developing countries, and development
cooperation should support building its digital capacity.

The second challenge requires a proactive industrial policy focusing on
innovation, tax and financial pinfluenceolicy, infrastructure policy, and social
and regulatory policy. Perhaps such political capacity is better developed in
highly industrialized countries than in developing countries, and development
cooperation should support building its digital capacity.
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Tersna TECJIEHKO, Bixxaii Kymap KAH/IEJI

CYINEPEYJIMBA IIPUPOJA IKT IK UMHHUK
PO3BUTKY IHOOPMALIMHOI'O CYCHLIbCTBA
B YMOBAX YETBEPTOI TIPOMUCJIOBOI PEBOJIIOIIT

AHoTanis. AKTyanbHICTh AOCITiKEHHS TpobieM YeTBepToi MpoMHCIOBOT peBOIOLii B
TOMY, IO iHAYCTpisA 4.0 XapaKTepU3YETHCS IOETHAHHSIM TEXHOJIOTIH, SIKi CTHPAIOTh MEXi MiXK
¢dismgHOIO, MH(POBOO Ta OioyOTiYHOI cdepaMu» 1 MPEACTAaBISIOTh HOBY PEBOIIOIIIO.
YerBepTa MPOMHKCIOBA PEBOIIONIS 0a3yeThCsl Ha BHHAXoAax TpeThoi, ajie iX BIAMIHHICTB i
TOJIOBHUI BHECOK MOJArae y IMOEAHAHHI TEXHOJIOTiH, sIKi CTHUPAIOTh MeXi MK (I3UYHHM,
UpoBUM 1 OioNoriyHMM CBiTamu. MeTa CTaTTi — KOHIICNTyali3allis CynepewInBol MPUPOIU
IKT six yMHHHMKA PO3BUTKY iH(OPMAIIMHOTO CYCIHiJbCTBA B yMOBax UeTBepToi NMPOMHUCIOBOT
peBouttollii. 3aBIaHHS JOCIHI/KEHHsS: po3KpuTu cynepewmBuii BmimB IKT Ha po3BuTOK
udpogizaii; mpociinkyBati TpaHcdopmarito [HTepHEeT-TEXHOJIOT1H Ta iX BIUIMB HA PO3BUTOK
«un(poBUX ABIHHUKIBY; 3’ICyBaTH OCHOBHI CyIepewINBI TEHACHIIT PO3BUTKY IH(POBi3amii B
ymoBax YerBepToi mpomuciIoBoi peBomronii. O0’€KTOM JOCTIPKEHHS € CyllepewInBa PHpoaa
IKT sx 9YMHHUK PO3BUTKY iH(OPMAIIIHOTO CYCIIBCTBA B YMOBaX YeTBepTOi MPOMHCIOBOT
pesounontii. IIpenmerom nmocmipkeHHS — BIIMB YeTBepTroi NMPOMHUCIOBOI peBoJomii Ha
cynepewnBy npupony IKT sik unHHHK po3BUTKY iH(popMaLiitHOro cycminbeTBa. Bukopucrano
CHCTEeMY METO/IB Ta IPHHIUITIB HAYKOBOTO JIOCHI/PKEHHS - aHANII3y 1 CHHTe3y, abcTparyBaHH:,
ICTOPUYHOTO 1 JIOTIYHOTO, IO JO3BOJIMJIM 3AIHCHUTH  KOHLENTYali3alilo CyHepedsIuBOi
npupoau IKT sk 4MHHHMKa pO3BUTKY iH(GOPMAIIHOrO CyCHiibcTBa B yMoBax UYerBepToi
MIPOMHCIIOBOI PEBOJIOII].

K pe3yabTaT AOCTIKEHHS JOBEACHO, IO 3 OJHOTO OOKY, iCHY€ TBEpDKCHHS, IO
udpoBi TexHOJOTI] 3a0e3mevars BUpimeHHs OIBIIOCTI CyYaCHUX €KOHOMIYHHX 1 COMiaTbHUX
npobiieM, a 3 IHIIOTO, MepeBaXKaroTh CLEHapii, 3riJHO 3 AKUMH LU(POBI TEXHOJIOTII 3aMiHATH
JIOJCHKY TIpAIfo, IO TMPH3BEAE IO PI3KOTO 3pOCTaHHsS PiBHSA 0e3poOiTTsI 3 HEraTHBHUMH
€KOHOMIYHUMH Ta COLiaJIbHUMHU Hachiakamu. L{udpoBuii nBifiHNK CTBOpeHHU 3a JONMOMOTOIO
nepeBar BJIOCKOHQJICHHS TEXHOJIOTi], € BaXXJIIMBUM METOAOM 3 HOro iH(pacTpyKTyporo
BipTyanbHOi peanbHOCTi. [lndpoBuit NBIHMK BUKOPHUCTOBYETHCS Ul aHamizy Ta
MOJICTIOBaHHsI YMOB peajIbHOTO CBITY, 0O pearyBaTH Ha 3MIiHM Ta BJOCKOHAIIOBATH IPOLECH.
Bce 1me 107aTKOBO TOCHITIOETBCS MPOTPECOM TEXHOJOTiH y TakuxX cdepax, SIK KBAaHTOBI
o0YMCIIeHHS, MAlIMHHE HABYaHHA Ta INTYYHWH IHTENIEKT, pPOOOTOTEXHiKa, BipTyalbHI
MOMIYHMKH, [HTEepHET peueil, Oe3minoTHI aBTOMOOUTI Ta ApoHH, 3D APYK, HAHOTEXHOJIOTII,
6i0TexHOJIOT1], CHCTEMH MOHITOPHHTY pyXy Ta O€31eKH, BiTHOBIIOBaHI Jkepena eneprii. Tomy
MH HaMaraeMocsi MOSCHUTH IPOIIeC YIPaBIiHHA iH(pOpMaIli€ro, K BiH BigOyBaeThCS, HA YOMY
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0azyeTbcs, SIK PEANi3yIOThCS Cy4acHI TEHACHIII PO3BUTKY «KiOep(Qi3UUHHX CcHCTEM», SKi
3’€IHYIOTh MallMHU, KOMI'IoTepd Ta sojeid. OIiHKa MOXJIMBOCTEH CTBOPEHHS HOBHX
pobounx Micup MUIIX0M IH(POBizallii HOCUTE CynepeunnBuil xapakrep. [IpoTe, oueBHIHO, IO
3 SBIATHCSA 3HAYHI MOXUIMBOCTI B iHHOBamiiHUX IT-cepBicax, sIKi BUMAraroTh BUCOKOTO PiBHS
H(pPOBUX HABUYOK, KJIACTEPH HABKOJIO TAKHUX IOCIYI YK€ BUHHKAIOTh Y 0araTtbox KpaiHax.
e o3nagae, mo nudpoBi TexHOJOTII OyIyTh BKIIOYEHI y MPOEKTH, IOB’SA3aHI 3 OXOPOHOIO
3I0pOB’S, OCBITOI, CITBCHKHM TOCHOJApCTBOM, TIPOJIOBOJIHUOI0  Oe3MeKoro, 0a30BOIO
iH(pPACTPYKTYPOIO, BOIOIIOCTaYaHHSIM 1 CaHITapi€ro, YIPaBITIHHAM, COI[IAIEHUM 3aXHCTOM,
¢inancoBuMHM mociyramu tomo. Lludposizauis 3MiHIOE €KOHOMIKY KpaiH, IPOTe KOHKPETHHI
o0csr 1 macmiTad nMX 3MiH II€ HAJEeXHUTh 3’5CYBaTH, TaK SK Ha HUX BIUIUBATUMYTbH SIK
TEXHOJIOTIYHUH PO3BUTOK, TaK 1 HOJITHYHE PETyTIOBaHHS.

Knrouosi cnoea: ingopmayisn, ynpaeninns ingopmayiero, IKT, ingpopmayiiine
cycninbemeo, Yemeepma npomuciosa pesonioyis.
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EVOLUTION OF UKRAINIAN STATEHOOD

Abstract. The russian-Ukrainian war has brought renewed attention to the modern
interpretation of terminology associated with military conflict. One such term is "collaborator"
and "collaboration." Their appearance is linked to the course of the Second World War, but in
modern times, they have acquired specific features. The hybrid nature of the military-political
activities of the russian federation in Ukraine has led to a deformation of the meanings of
established concepts and terms. Presenting its aggressive policy as an internal conflict, russia
initially prevented the legal classification of collaboration as a violation of the law.

The article discusses the motivational component of the population in certain regions of
the Donetsk and Luhansk oblasts in supporting actions related to the occupation of these
territories. The formation of privilege in these regions during Soviet times led to a distorted
system of values and orientations in the population of the region. Representatives of the
regional industrial-state oligarchy tried to preserve this mental worldview in the evolution of
the economy from a state to a market economy. It is characteristic that political forces
channeled this regional mental specificity into electoral bonuses for themselves on the way to
elections to government bodies. By acting as a passive manipulative component of the
population, the region gradually adapted to aggressively protest against existing formats of
state power.
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